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APPROACHES FOR ENSURING DATA
SECURITY

CLAIM OF PRIORITY

This application 1s a continuation-in-part of non-provi-
sional patent application Ser. No. 12/538,044, filed Aug. 7,
2009, entitled “Secure Computing Environment Using a Cli-
ent Heartbeat to Address Thett and Unauthorized Access,” by
Anahit Tarkhanyan et al., the entire contents of which are
incorporated by reference for all purposes as 11 fully set forth
herein.

Non-provisional patent application Ser. No. 12/538,044
claims the benefit of provisional application Ser. No. 61/188,
404, filed Aug. 8, 2008, entitled “Thelt Deterrent and Secure
Computing Environment,” by Gaurav Banga et al., the entire
contents of which are incorporated by reference for all pur-
poses as 1f Tully set forth herein.

RELATED APPLICATIONS

This application 1s related to U.S. patent Ser. No. 12/321,
504, entitled “Secure Platform Management with Power Sav-
ings Capability,” filed by Gaurav Banga et al. on Jan. 21,
2009, the entire contents of which are herein incorporated by
reference for all purposes as i1 fully set forth herein.

This application 1s also related to U.S. patent Ser. No.
11/026,813, entitled “Secure Firmware Update,” filed by
Andrew Cottrell et al. on Dec. 28, 2004, the entire contents of
which are herein incorporated by reference for all purposes as
if fully set forth herein.

This application 1s also related to U.S. patent Ser. No.
12/538,040, entitled “Recerving Policy Data from a Server to
Address Theft and Unauthorized Access of a Client,” filed by
Jacques Lemieux et al. on Aug. 7, 2009, the entire contents of
which are herein incorporated by reference for all purposes as
if fully set forth herein.

This application 1s also related to U.S. patent Ser. No.
12/538,033, enftitled “Secure Computing Environment to
Address Theft and Unauthorized Access,” filed by Anahit
Tarkhanyan et al. on Aug. 7, 2009, the entire contents of
which are herein incorporated by reference for all purposes as
if fully set forth herein.

FIELD OF THE INVENTION

The present invention relates to approaches for protecting
resources, stored on a computerized device, from thelt or
unauthorized access.

BACKGROUND OF THE INVENTION

The use of portable computers, such as laptops or personal
digital assistants (PDAs), has become very popular in recent
years. Many people store personal information or documents,
such as social security numbers, credit card information, and
family photos, on their laptops. Also, the use of portable
computers 1s quite common 1n the modern business environ-
ment. Corporate laptops and PDAs often contain confidential
or sensitive business information, such as confidential docu-
mentation, e-mail addresses, bank accounts, and trade
secrets.

It has been estimated that one laptop 1s stolen every 53
seconds. Theft of portable computers and intellectual prop-
erty 1s an increasing concern. Unfortunately, only a very small
percentage of stolen laptops are ever returned. Even if a stolen
laptop 1s recovered, the confidential, sensitive, or personal
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2

data that was stored thereon may have been accessed by
malicious parties, which 1s undesirable.

SUMMARY OF THE INVENTION

Approaches for securing a client, such as a portable com-
puter, are provided. Embodiments of the invention secure the
resources of a wide variety of clients from theft or unautho-
rized access.

In an embodiment, a BIOS agent stores policy data within
a BIOS of a client. An illustrative example of a client 15 a
laptop computer or other portable computing device,
although a client may have any shape and size and need not be
portable. The BIOS agent 1s one or more software modules
operating 1n the BIOS of the client. The policy data describes
one or more security policies which the client is to follow. The
security policies may be used to define one or more actions
which the client 1s to perform when a particular condition 1s
satisfied or upon the occurrence of a particular event.

In response to the client following at least one of the one or
more security policies, a persistent storage medium of the
client 1s locked by instructing a controller of the persistent
storage medium to deny, to any entity, access to data stored on
the persistent storage medium unless the entity supplies, to
the controller, a recognized authentication credential, such as
a password. For example, a security policy may indicate that
a persistent storage medium, such as a hard-disk drive
(HDD), of the client 1s to be locked when a condition 1s
detected which suggests that the client has been stolen or 1s
being accessed in an unauthorized manner. In this way, a
malicious user without access to the recognized authentica-
tion credential cannot access the data stored on the persistent
storage medium, even if the persistent storage medium 1s
removed from the client.

The approaches described herein are not meant to describe
all the embodiments of the invention, as other embodiments
ol the invention may differ in their operation compared to the
illustrative approaches discussed in this section.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the mvention are illustrated by way of
example, and not by way of limitation, in the figures of the
accompanying drawings and 1n which like reference numer-
als refer to similar elements and 1n which:

FIG. 1A 1s a high level block diagram of a system for
protecting resources of a client from theit or unauthorized
access according to an embodiment of the mnvention;

FIG. 1B 1s a block diagram of a system employing multiple
servers according to an embodiment of the mvention;

FIG. 2 1s a high level block diagram of a server according,
to an embodiment of the invention;

FIG. 3A 1s a state diagram of an agent according to an
embodiment of the invention;

FIG. 3B 1s a state diagram that includes additional details
of the recovery state according to an embodiment of the
invention;

FIG. 4 1s a flowchart illustrating the functional steps of
protecting resources of a client according to an embodiment
of the invention;

FIG. 5A 1s ablock diagram of the functional components of
an operating system agent according to an embodiment of the
invention;

FIG. 5B 1s a block diagram of the functional components of
a BIOS agent according to an embodiment of the invention;
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FIG. 6A 1s an 1illustration of a high-level approach for
implementing examining modules according to an embodi-
ment of the invention;

FIG. 6B 1s an illustration of another example of implement-
ing examining modules according to an embodiment of the
invention;

FIG. 7 1s a flowchart illustrating the functional steps of
communicating a policy from a server to a client according to
an embodiment of the invention;

FIG. 8 1s a flowchart illustrating the functional steps of
securing a device according to an embodiment of the inven-
tion;

FI1G. 9 1s an illustration of a proximity condition according,
to an embodiment of the invention;

FIG. 10A 1s an 1llustration that depicts how a locked hard-
disk drive (HDD) cannot be accessed without submitting
proper authorization credentials according to an embodiment
of the invention;

FIG. 10B 1s an illustration that depicts how a locked hard-
disk drive (HDD) may be unlocked according to an embodi-
ment of the invention; and

FIG. 11 1s a block diagram that illustrates a computer
system upon which an embodiment of the invention may be
implemented.

DETAILED DESCRIPTION OF THE INVENTION

Approaches for protecting resources, stored on a comput-
erized device, from theft or unauthorized access are
described. In the following description, for the purposes of
explanation, numerous specific details are set forth 1n order to
provide a thorough understanding of the embodiments of the
invention presented herein. It will be apparent, however, that
the embodiments of the invention presented herein may be
practiced without these specific details. In other instances,
well-known structures and devices are shown 1n block dia-
gram form 1n order to avoid unnecessarily obscuring the
embodiments of the invention presented herein.

System Overview

FIG. 1A 1s a high level block diagram of a system 100 for
protecting the resources of a client from theit or unauthornzed
access according to an embodiment of the invention. In an
embodiment, system 100 includes clients 102, 104, and 106,
server 120, and communications link 130. System 100 may be
used to implement security policies to ensure that data stored
on clients 102, 104, and 106 is protected from theft and
authorized access. While FIG. 1A depicts three clients, there
are no restrictions on the number of clients that an embodi-
ment of the mvention may have. Thus, embodiments of the
invention may employ a single client or may employ a plu-
rality of clients.

Clients 102, 104, and 106, as broadly used herein, refer to
any computerized device which 1s capable of executing a
BIOS and an operating system. Typically, a client will be a
portable device, such as, for example, a laptop, a personal
digital assistant (PDA), a cell phone, a game system (such as
an Xbox available from Microsoit Corporation of Redmond,
Wash. or a Playstation 3 available from Sony Corporation of
Park Ridge, N.JI.), or a tablet computer, although there are no
s1ze or weight restrictions of what may constitute a client.
Thus, a client may be implemented using a relatively large,
immobile, or cumbersome computerized device, such as a
vending machine, a computerized gasoline dispenser, or an
automatic teller machine (ATM).
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FIG. 1A depicts a detailed view of client 106. As 1llustrated
by FIG. 1A, each client in system 100 executes a BIOS and an
operating system. In an embodiment, each client includes an
agent 110 (the client may have many other components 1n
addition to agent 110). Agent 110 1s a set of software compo-
nents that operate to ensure that resources on the client upon
which agent 110 resides are protected from theft and unau-
thorized access. Fach agent 110 comprises two portions,
namely a BIOS agent 112 and an operating system agent 114.
BIOS agent 112 may be implemented by one or more sofit-
ware modules that execute 1n the BIOS of a client, while
operating system agent 114 may be implemented by one or
more soltware modules that execute 1n the operating system
of the client.

In an embodiment, the BIOS of a client 1s firmware that 1s
designed to be the first code executed by the client when the
client 1s powered on. The 1nitial function of the BIOS may be
to 1dentily, test, and initialize system devices such as the
video display card, hard disk, floppy disk, and other hard-
ware. The BIOS may prepare the client for a known state, so
that software stored on media readable by the client can be
loaded, executed, and given control of the client.

Among other functions that operating system agent 114
performs, operating system agent 114 monitors the resources
of the client to ensure that the resources are not subject to thett
or unauthorized access. After analyzing resources of a client
tor signs of thelt, unauthorized access, or otherwise malicious
activity, operating system agent 114 generates a heartbeat
message that describes the operational state of the operating
system agent 114, and thereafter sends the heartbeat message
to BIOS agent 112. BIOS agent 112 may store security poli-
cies which the client receives from server 120. These security
policies may 1instruct BIOS agent 112 to perform certain
actions based on the content of the heartbeat message or
whether the heartbeat message was recetved within an
expected duration of time.

Server 120, as broadly used herein, refers to any mecha-
nism capable of communicating with a client. Server 120 may
be used to recerve status mnformation from clients as well as
transmit policy data and commands to clients. For example,
an owner of a set of clients may interact with server 120 to
define one or more security policies, and thereafter server 120
may disseminate those defined security polices to the set of
clients belonging to the owner.

In an embodiment, server 120 may be implemented as a
server executing on a single computer system. In other
embodiments of the invention, such as the embodiment
depicted by 1llustration 180 of FIG. 1B, server 120 may be
implemented using two or more servers that are executing on
two or more different computer systems. In 1llustration 180,
communications from clients, sent over communications link
130, may be received by application router 150, which may
subsequently route the communication to an appropriate
server for processing. As the number of clients 1n system 100
increases, it may be advantageous to implement server 120
using a plurality of different server instances to promote
scalability and fault tolerance. Also, one or more servers
depicted 1n FIG. 1B may be dedicated for a particular task,
such as processing requests from a single entity or business.
For example, to ensure availability and speed of processing,
one or more servers depicted in FIG. 1B may be dedicated to
communicate with clients associated with a particular entity,
such as a business or a logical business unit of a company.

FIG. 2 1s a high level block diagram 200 of a particular
server 120 according to an embodiment of the invention. The
server shown in FIG. 2 may correspond to server 120 depicted
in F1G. 1A or one of the many servers (such as server 1, server
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2, or server N) depicted in FIG. 1B. As shown by FIG. 2, 1nan
embodiment, a server comprises a web interface 210, a runt-
ime processing component 220, and data storage 230.

Web interface 210 refers to a functional component which
ecnables a person to define and record one or more security
policies that govern the behavior of clients 1n system 100. For
example, an owner of one or more clients may use a web
browser to record policy data that describes or defines a
security policy, and thereafter may use the web browser to
submit the policy data to web interface 210. Additional
description about security policies, which may be defined and
submitted to web interface 210, 1s provided below 1n the
section entitled “Security Policies.”

Runtime processing component 220, as broadly used
herein, refers to any mechanism for processing communica-
tions, such as state messages, recerved from clients as well as
communicating security policies and/or commands to one or
more clients 1n system 100. Runtime processing component
220 may be implemented using soitware that 1s configured to
perform the runtime functions of server 120.

Data storage 230, as broadly used herein, refers to any
mechanism for persistently storing data. For example, data
storage 230 may be implemented using a database manage-
ment system (DBMS) which comprises one or more database
servers and one or more databases. In certain embodiments,
data storage 230 may partially or wholly reside on a different
machine than server 120. For example, server 120 may com-
municate over a communications link to a DBMS which
implements the functions performed by data storage 230. In
other embodiments, data storage 230 may be implemented
locally at server 120.

Communications link 130 may be implemented by any
medium or mechanism that provides for the exchange of data
between a client, such as clients 102, 104, and 106, and server
120. Non-limiting, 1llustrative examples of communications
link 130 include, without limitation, a network such as a
Local Area Network (LAN), Wide Area Network (WAN),
Ethernet or the Internet, one or more terrestrial, satellite or
wireless links, and serial or parallel printer cables.

For a variety of reasons, the communications link 130
between a particular client, such as client 102, and server 120
may become intermittently unavailable. In particular, if the
communications link 130 between client 102 and server 120
1s implemented as a wireless link, at certain times the wireless
link may be available and at other times the wireless link may
not be available. For ease of explanation, 1n FIG. 1A commu-
nications link 130 1s depicted between each client to server
120. However, those 1n the art shall appreciate that each client
in system 100 may communicate with server 120 over a
different type of commumnications link, e.g., client 102 may
communicate with server 120 over a wireless link, client 104
may communicate with server 120 over a wired WAN, and
client 106 may communicate with server 120 over a satellite
link. Further, those skilled in the art will appreciate that, at
times, a communications link between a particular client and
the server may be unavailable at the same time that a com-
munications link between another client and the server 1s
available.

As shall be explained 1n further detail below, clients may
use communications link 130 to transmiut, to server 120, status

messages, while server 120 may use communications link
130 to transmiut, to one or more clients of system 100, security
policies and/or commands. Having described an illustrative
system 100 according to an embodiment of the mvention,
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6

additional description about the possible operational states of
agent 110 shall now be presented.

Agent States

Agent 110 operates to ensure that the resources of the client
upon which agent 110 resides are protected from theft and
unauthorized access. Agent 110 may operate 1n a variety of
different states. Each operational state of agent 110 may
reflect a different perceived threat level with respect to the
thelt and unauthorized access to resources of the client upon
which agent 110 resides. To illustrate, consider FIG. 3A,
which 1s a state diagram of agent 110 according to an embodi-
ment of the invention. The operational state of agent 110 may
change from time to time 1n response to differences in the
threat level to the client as perceived by agent 110. The
actions performed by agent 110 may differ based on the
current operational state of agent 110.

Initially, agent 110 may start 1n an enabled state 310.
Enabled state 310 1s a state that indicates that the client upon
which agent 110 resides 1s operating as expected and no
threats of thelt or unauthorized access have been detected by
agent 110. Thus, 11 the intended user of a client 1s using the
client, then the client should be 1n enabled state 310.

If agent 110 determines that a condition 1s satisfied which
suggests 1t would be appropriate for the current user of the
client upon which agent 110 resides to authenticate him or
herself to agent 110, then agent 110 will enter degraded state
320. An example of such a condition may be the expiration of
an amount of time (referred to as the “Time to Disable” or
“T'TD”) after which the current user of the client upon which
agent 110 resides must authenticate him or herself to agent
110, ¢.g., by supplying a valid username/pas sword combina-
tion or other such authentication credential. Degraded state
320 1s a state that indicates that the client upon which agent
110 resides should prompt the user to authenticate himself to
the client by submitting an authentication credential. If agent
110 1s 1n degraded state 320, it does not necessarily follow
that the client upon which agent 110 resides has been stolen or
access 1n an unauthorized manner, degraded state 320 simply
means that 1t 1s a possibility. Thus, in degraded state 320,
agent 110 will attempt to determine whether the current user
of the client 1s authorized to access the client by 1nstructing
the current user of the client to submit authentication creden-
tials to agent 110. The amount of time that agent 110 should
wait before entering degraded state 320 from enabled state
310 (the “T'TD” time) may be based on a security policy or
may be based on a random or semi-random duration of time
determined either by agent 110 or by server 120.

If the current user of the client 1s able to authenticate
himsell as an authorized user of the client when agent 110 1s
in degraded state 320 after the expiration of a period of time,
then agent 110 may, but need not, send a state message to
server 120 to inform server 120 that the current user of the
client has successtully authenticated himself to agent 110.
The amount of time to allow the client to report and authen-
ticate with server 120 when agent 110 1s in degraded state 320
before agent 110 enters disabled state 330 is referred to as
“Time to Trust” or ““I'TT.” The specific amount of time that
corresponds to the “Time to Trust” or “TTT” time may
change based on the security policies provided by server 120
and stored by BIOS agent 112 on the client, as the amount of
time may be adjusted to reflect the sensitivity of the data
stored by the client. A shorter TTT time provides greater
security than a longer TTT time; however, a shorter T'TT time
also increases the risk that a legitimate user may be 1nconve-
nienced because the client entered disabled state 330 before
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the legitimate user could authenticate himself to agent 110.
The TTT time may be established by recording the TTT time
in a policy stored by BIOS agent 112 at the client. After the
current user of the client authenticates himself as an autho-
rized user of the client when agent 110 1s 1n degraded state
320, agent 110 returns to enabled state 310.

When agent 110 1s in degraded state 320, the user may be
challenged to prove his 1dentify at a certain frequency. The
frequency at which the user 1s challenged to prove his identity
when agent 110 1s 1n degraded state 320 1s referred to as
“Time to Challenge™ or “T'TC.” As with the TTT time, the
TTC time may be established by a policy stored by BIOS
agent 112 at the client. The TTC time 1s independent of the
TTT time. During the interval of time measured by the TTT
value established by policy, the user of the client may be
prompted to submit a valid authentication credential (for
example, by submitting a valid operating system password)
alter each expiration of a period of time corresponding to the
TTC time.

If the current user of the client 1s unable to authenticate
himself as an authorized user of the client to agent 110, when
agent 110 1s 1n degraded state 320, then agent 110 will enter
the disabled state 330. Disabled state 330 1s a state that indi-
cates that agent 110 has determined the client upon which
agent 110 resides has been the subject to theft or an unautho-
rized access, and consequently, agent 110 disables the client.
When a client 1s disabled, the client may immediately power
down and become unable to boot. Thus, 1n an embodiment, 11
a malicious user attempts to operate a client having an agent
110 1n disabled state 330, the malicious user will not be able
to boot or otherwise use the client. In order for agent 110 to
switch from disabled state 330 to enabled state 310, it may be
necessary for an authorized user of the client, and/or person-
nel associated with the owner of the client, to supply, to agent
110, a key, digital certificate, authentication credential, or
otherwise establish the fact that the client 1s 1n the possession
of an authorized party.

If agent 110 determines that a condition 1s satisfied which
might indicate the client has been compromised in some
fashion when agent 110 1s in enabled state 310, then agent 110
will enter recovery state 340. An example of such a condition
may correspond to BIOS agent 112 not receiving a heartbeat
message from operating system agent 114 after an expected
period of time. Recovery state 340 1s a state that indicates that
agent 110 has detected a condition that suggests the client
upon which agent 110 resides 1s stolen or being accessed 1n an
unauthorized manner, but agent 110 1s not yet ready to con-
clude so. In recovery state 340, the current user of the client
may be provided an opportunity to authenticate him or herself
to agent 110; additionally, agent 110 will monitor resources
of the client when agent 110 1s 1n recovery state 340, and 1f
additional evidence surfaces to suggest that the client has
been stolen or compromised, then agent 110 will enter dis-
abled state 330. In recovery state 340, the user may be pro-
vided a limited opportunity to authenticate him or herself to
agent 110. For example, as depicted in FIG. 3A, after three
falled attempts by the user to authenticate him or hersellf,
agent 110 enters disabled state 330. Note that the maximum
number of failed attempts to allow before agent 110 moves
from recovery state 340 to disabled state 330 may be estab-
lished by a policy stored at the client. While FIG. 3A depicts
a maximum number of three failed attempts before agent 110
moves from recovery state 340 to disabled state 330, this
number 1s merely exemplary, as other embodiment of the
invention may establish a different number of maximum
tailed authentication attempts before agent 110 moves from
recovery state 340 to disabled state 330.
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Embodiments of the mmvention may implement the opera-
tional states of agent 110 ditferently than that discussed above

with reference to FI1G. 3A. For example, certain embodiments
may implement agent 110 such that one or more operational
states discussed above with respect to FIG. 3A may contain
two or more sub-states. To 1llustrate, consider

FIG. 3B, which 1s a state diagram that includes additional
details of recovery state 340 according to an embodiment of
the invention. In the embodiment depicted by FIG. 3A, when
agent 110 enters recovery state 340, agent 110 enters recovery
sub-state 344 shown 1n FIG. 3B. When agent 110 enters
recovery sub-state 344, agent 110 monitors the resources of
the client and determines 11 the conditions that suggest a theft
or unauthorized access has occurred improve, stay the same,
or grow worse. IT such conditions improve, then agent 110
may move to recovery sub-state 346 as shown 1n FIG. 3B, and
if such conditions improve further, then eventually agent 110
enters enable state 310. However, 1f agent 110 1s 1n recovery
sub-state 344, and 1f conditions that suggest a theft or unau-
thorized access have occurred stay the same or grow worse,
then a counter 1s mcremented, and agent 110 remains in
recovery sub-state 344. If the counter exceeds a threshold
value, then agent 110 enters disable state 330. As the thresh-
old value for the counter may be set by policies provided by
server 120 and stored by agent 110, the operation of agent 110
(for example, how many opportunities agent 110 1s provided
before moving from recovery sub-state 344 to disable state
330) may be adjusted accommodate different balances
between the need to provide a secure environment and the
need to not be overly restrictive with user behavior.

The particular operational state which agent 110 15 cur-
rently in reflects the current perceived threat level to the
client. To ensure that malicious users cannot compromise
agent 110, agent 110 has been designed to resist tampering
and interference from unauthorized users, as shall be
explained 1n more detail 1n the next section.

Securing the BIOS Agent from Unauthorized Access

Embodiments of the invention protect resources, stored on
a client, from thett and unauthorized access. Advantageously,
the BIOS of each client 1n system 100 comprises BIOS agent
112. The BIOS 1s responsible for booting the client and start-
ing the client system and its components, such as CPU and
memory. The BIOS has two portions, a boot portion and a
runtime portion. The boot portion of the BIOS 1s responsible
for activities involved 1n booting the client, while the runtime
portion of the BIOS 1s responsible for ongoing activities after
the client has booted. In an embodiment, BIOS agent 112
communicates and interacts with the runtime portion of the
BIOS.

By implementing BIOS agent 112 within the BIOS of each
client of system 100, it 1s very hard for a party to circumvent,
disable, or disengage the protection offered by embodiments
of the invention. As shall be explained below, BIOS agent 112
1s implemented in a manner that protects a party from circum-
venting, disabling, or disengaging BIOS agent 112. Further,
BIOS agent 112 performs functions which protect resources
of the client as well as the operating system agent 114.

It 1s important to secure BIOS agent 112 from tampering
and interference from unauthorized users, as BIOS agent 112
stores policy data that describes the security policies which
agent 110 follows. In an embodiment, the BIOS, and there-
fore BIOS agent 112, may be stored on a special microchip
located on the motherboard of a client. The microchip is
designed to ensure that the BIOS cannot be accessed by
unauthorized parties. To achieve this goal, the microchip may
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be designed such that data stored on the microchip 1s (a)
encrypted and (b) cannot be overwritten.

In an embodiment, BIOS agent 112 securely stores certain
types of data mm a manner that preserves the data through
power cycles, disk re-formatting, soiftware reinstallation,
BIOS reflashing, and the like. For this purpose, BIOS agent

112 may maintain a small database, referred to as a Secure
Data Memory (SDM), 1n the BIOS Flash Memory (EE-

PROM). Information stored in the SDM includes information
about client provisioning from the manufacturing process, the
BIOS agent 112 installation process, and the BIOS agent 112
registration process with server 120, including but not limited
to a unique client identifier generated by server 120, password
(s) for authentication and session keys, a server 1identifier, an
application router domain name, information obtained from

server 120 regarding how to encrypt or lock a hard-disk drive
(HDD) of the client, and timeout limits. Additionally, the
SDM may store information about the current operating state
of BIOS agent 112, the status of recovery of the client, and/or
information about the heartbeat message(s) communicated
from operating system agent 114 to BIOS agent 112.

To maintain security, data in the SDM must be protected
from intentional and unintended disclosure. BIOS agent 112
may encrypt data stored in the SDM which must not be
disclosed. Similarly, none of the data stored in the SDM
should be capable of being altered by a rogue software appli-
cation. The BIOS Flash Memory meets these requirements,
as 1t 1s a secure data storage area which may only be accessed
and altered by authorized BIOS programs.

SDM may be implemented 1n a reserved area of Flash
Memory and afforded the protection that it offers. Flash
Memory 1s different from normal RAM memory in two sig-
nificant ways. First, memory access 1s much slower. Second,
there are a finite number of times that flash memory can be
rewritten. To compensate, certain flash memory microchips
have built-in means for “moving’ data to different areas of
memory. In an embodiment, BIOS agent 112 may further
address the limit on the number of times tlash memory may be
rewritten by allocating multiple records, and when the limit1s
about to be reached 1n a first record, the contents of the first
record are copied to a second record and the current-record
pointer 1s updated to reference the second record.

In an embodiment, to ensure that BIOS agent 112 1s imple-
mented such that (a) BIOS agent 112 1s prevented from being
overwritten and/or deleted, and (b) BIOS agent 112 encrypts
data to prevent unauthorized parties from reading the code
and/or data that comprises BIOS agent 112, BIOS agent 112
may be implemented using an approach referred to as
“SecurePhlash,” which 1s described 1n U.S. patent Ser. No.
11/026,813, entitled “Secure Firmware Update,” filed by
Andrew Cottrell et al. on Dec. 28, 2004, the contents of which
are herein incorporated by reference as if fully set forth
herein. SecurePhlash may be used to ensure that BIOS agen
112 cannot be disabled without manually altering or changing
the physical components of the client upon which BIOS agent
112 resides. SecurePhlash requires that a user provide not
only the contents (i.e., bit patterns) to be reflashed, but the
proper certificates of signature to ensure that the BIOS can
only be reflashed by authorized parties. Passing this hurdle
allows re-tflashing to process 1n a system/chip mode that 1s
only available to the BIOS, and thus, applications are unable
to gain the necessary access to overwrite the contents of a
portion of Flash Memory. SecurePhlash also provides the
capability for excluding blocks of BIOS Flash Memory from
being re-tlashed, thereby providing a one-time only flash
capability.
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In another embodiment of the invention, the BIOS, and by
extension BIOS agent 112, may be encrypted using a pub-
lished specification called Trusted Platform Module (TPM)
by Trusted Computing Group. Other embodiments of the
invention may employ different approaches for encrypting
data 1n the BIOS, as SecurePhlash, TPM, or other methods
known to those skilled 1n the art may be employed.

As described above, BIOS agent 112 1s implemented
within the BIOS of each client of system 100, thereby making
it very hard for a party to circumvent, disable, or disengage
the protection offered by embodiments of the invention. The
next section describes, at a high-level, how the protection
offered by system 100 operates.

Protecting Resources of the Client

FIG. 4 15 a flowchart illustrating the high-level functional
steps ol protecting resources of a client according to an
embodiment of the invention. In step 410, operating system
agent 114 intermittently sends a heartbeat message to BIOS
agent 112. A heartbeat message 1s a communication that
describes the operational state of operating system agent 114.
As operating system agent 114 momnitors resources of the
client to detect any malicious or unauthorized activity, the
operational state of operating system agent 114 reflects
whether any resources of the client has been subjected to any
unauthornized activity. The process of operating system agent
114 generating the heartbeat message 1s explained 1n further
detail below 1n the section entitled “Examining Modules and
Forming the Heartbeat Message.”

Thereatter, in step 420, BIOS agent 112 performs an action
based on a policy. The one or more policies which BIOS agent
112 follows are described by data (denoted “policy data™) that
1s stored within the BIOS. A policy may specity that BIOS
agent 112 1s to perform a certain action 1n response to either
(a) a particular operational state described by the heartbeat
message, or (b) BIOS agent 112 not recerving the heartbeat
message after an expected period of time. Additionally, as
described in further detail below, other policies may instruct
agent 110 to perform a certain action or command 1n response
to the occurrence of other events or conditions.

As an example of the type of policy which BIOS agent 112
may follow, 11 the heartbeat message recerved by BIOS agent
112 indicates that a module of operating system agent 114 has
been deleted, then the policy may interpret that as an indica-
tion of a malicious attack, and the policy may 1nstruct BIOS
agent 112 to perform one or more actions to address the
malicious attack, such as disabling the client upon which
BIOS agent 112 resides, emitting a loud sound to alert nearby
persons that an unauthorized use of the client 1s occurring,
and/or requiring the user of the client upon which BIOS agent
112 resides to resubmait authentication credentials to the client
to continue use of the client. As another example of an illus-
trative policy which BIOS agent 112 may follow, 11 no heart-
beat message 1s recerved by BIOS agent 112 after an expected
period of time, then the policy may interpret that as an indi-
cation that operating system agent 114 has been compro-
mised and 1s unable to send the heartbeat message, and the
policy may instruct BIOS agent 112 to perform one or more
actions to address the situation. Additional description of the
nature of the policies of which BIOS agent 112 may follows
1s provided below 1n the section entitled “Security Policies.”

Having described the high-level functional steps of pro-
tecting resources of a client according to an embodiment of
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the invention, additional details about how operating system
agent 114 monitors the resources of the client will now be
presented.

Operating System Agent Operation

Operating system agent 114 may be responsible for, among,
other functions, monitoring the resources of the client upon
which 1t 1s implemented, generating a heartbeat, and sending,
the heartbeat to BIOS agent 112. There are a variety of ways
in which operating system agent 114 may be implemented. To
provide a description about how operating system agent 114
may operate according to one embodiment of the mvention,
retference will be made to FIG. 5A, which 1s a block diagram
500 of the functional components of operating system agent
114 according to an 1llustrative embodiment of the invention.
Note that 1n other embodiments of the invention, operating,
system agent 114 may comprise a different set of functional
components, as certain functional components of operating
system agent 114 depicted 1n FIG. SA are optional or may be
combined with one or more other functional components.

As shown 1n FIG. SA, in an embodiment, operating system
agent 114 comprises xSync module 502. xSync module 502

operates as a communications hub for operating system agent
114. xSync module 502 communicates with all of application
modules 504, 506, and 508. xSync module 502 also handles
all communications with server 120, the owner of the client,
and the user of the client. xSync module 502 1s also respon-
sible for the installation and updating of the components of
operating system agent 114. xSync module 502 may periodi-
cally check the status of application modules 504, 506, and
508, and subsequently generate a portion of the heartbeat
message that retlects the status of application modules 504,
506, and 508.

In an embodiment, operating system agent 114 comprises
or communicates with one or more application modules, such
as application modules 504, 506, and 508. While three appli-
cation modules are depicted in the embodiment shown by
FIG. SA, operating system agent 114 may comprise or com-
municate with any number of application modules. An appli-
cation module performs a functional operation, such as a
command and/or control operations sent from server 120 and
received by operating system agent 114 or an action that 1s
described by a policy.

Non-limiting, illustrative examples of the functions which
a particular application module may perform include (a)
encryption and backup services, (b) fetching the client’s hard-
ware and software configuration and identification informa-
tion, (¢) taking pictures or video with the client’s webcam, (d)
performing anti-theit functionality, such as disabling the cli-
ent, emitting an alarm, and/or displaying a stolen alert screen,
(¢) deleting or removing files or resources stored on the client,
(1) gathering forensic data, such as capturing the user’s key-
strokes, (g) retrieving files and/or resources from the client
and bundling the files and/or resources (for example, by cre-
ating a zip file) for xSync module 502 to upload to server 120
(possible via the F'TP protocol), (h) preparing and registering
components ol operating system agent 114 (such as xSync
module 502 or a particular application module) with server
120, and (1) detecting and fetching global positioning service
(GPS) information.

chSync module 510 periodically forms a portion of the
heartbeat message. chSync module 510 1s also responsible for
determining whether rpcSync module 512 1s installed and
uncorrupted, and if not, chSync module 510 1s responsible for
installing rpcSync module 512. The operation of chSync
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module 510 1s explained in more detail below 1n the section
entitled “Examiming Modules and forming the Heartbeat

Message.”

rpcSync module 512 starts executing at boot time and
monitors for the presence of xSync module 502. If xSync
module 502 1s not running, then rpcSync module 512 will
install and/or restore xSync module 502. rpcSync module 512
may form a portion of the heartbeat message based upon
whether xSync module 502 1s present and/or executing.

SafeAgent module 514 periodically forms the heartbeat
message {rom the portions of the heartbeat message that are
created by other components of operating system agent 114.
After forming the heartbeat message, SateAgent module 514
stores the heartbeat message 1n SMRAM, which 1s part of
BIOS agent 112.

CryptOSD module 516 1s the main interface for all com-
ponents of operating system agent 114 with BIOS agent 112.

Note that the above discussion of the embodiment of oper-
ating system agent 114 depicted in FIG. 5A 1s merely 1llus-
trative of one embodiment. Other embodiments of the inven-
tion may implement operating system agent 114 differently.
For example, other embodiments of the invention may imple-
ment modules or functions described herein as being per-
formed by operating system agent 114 such that they are
performed by BIOS agent 112, and vice-versa.

Additional details about how operating system agent 114
monitors the resources of the client upon which 1t 1s 1mple-
mented, generates a heartbeat, and sends the heartbeat to
BIOS agent 112 will now be presented.

Examining Modules and Forming the Heartbeat
Message

The heartbeat message, generated by operating system
agent 114 and communicated to BIOS agent 112, describes an
operational state of operating system agent 114. As operating
system agent 114 monitors the health of resources of the
client, the operational state of operating system agent 114 1s a
reflection of the health of resources of the client. The content
of the heartbeat message reflects whether normal operations
of the client have been compromised or degraded. Agent 110
1s a self-monitoring system which dynamically and continu-
ously ensures that resources of the client are present and have
not been subject to tampering and that agent 110 1s operating
correctly, and 11 not, agent 110 1s able to repair or recover
itself. The heartbeat message, as shall be explained 1n more
detail below, informs BIOS agent 112 about the operational
state of operating system agent 114. As a result, BIOS agent
112 may take an appropriate action, using one or more secu-
rity policies, based upon the content of a heartbeat message or
upon not receiving a heartbeat message after an expected
duration of time (which suggests that operating system agent
114 1s unable to send the heartbeat message to BIOS agent
112).

The heartbeat message comprises several parts that are
derived independently of each other. Periodically, various
modules (denoted “examining modules™) of operating system
agent 114 examine the condition of other modules, and their
associated files, of operating system agent 114 to determine 1f
they are present as installed and operating as imtended. This
may be the only function performed by a particular examining
module or the function may be performed 1n addition to other
functions for which the examining module 1s also respon-
sible. Each examiming module of operating system agent 114
performs these checks for a subset of modules of operating
system agent 114 and, for redundancy purposes, some mod-

ules of operating system agent 114 may be checked by more
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than one examining module. Furthermore, an examining
module 1s treated like any other module of operating system

agent 114, and therefore, may be examined by other examin-
ing modules of operating system agent 114. The number of
examining modules 1n operating system agent 114 1s a design
decision based on the implementation of operating system
agent 114. I there are too few examining modules 1n operat-
ing system agent 114, then 1t 1s potentially easier to defeat the
protection provided by operating system agent 114; on the
other hand, too many examining modules in operating system
agent 114 may make implementation cumbersome.

A high-level approach for implementing examining mod-
ules according to an embodiment of the invention 1s depicted
in 1llustration 600 of FIG. 6A. In the approach depicted by
FIG. 6A, the BIOS checks an examining module, namely
examining module 1, capable of restoring the entire operating
system agent 114. In the embodiment depicted 1n FIG. 6A,
operating system agent 114 consists of modules A-N. Exam-
ining module 1 1s capable of restoring module A and exam-
ining module 2, which is capable of restoring modules A, B,
and C-N.

A more specific example of implementing examining mod-
ules, based on the operating system agent shown by FIG. SA,
1s 1llustrated by FIG. 6B. In the embodiment of FIG. 6B, the
BIOS will check to see that chSync module 510 1s operating
correctly and all of 1ts associated files are present and uncor-
rupted. If the BIOS determines that chSync module 510 does
not pass this examination, then agent 110 enters recovery
state 340. However, 11 the BIOS does determine that chSync
module 510 passes this examination, then chSync module
510 checks the process and file status of rpcSync module 512
and xSync module 502 and records their status for Safe Agent
module’s 514 use 1n forming the heartbeat message. xSync
module 502 also checks the process/file status of SatfeAgent
module 514, CryptOSD module 3516, and all xSync applica-
tions modules 504, 506, and 508 and records their status for
SafeAgent module’s 514 use in forming the heartbeat mes-
sage.

An examining module will check a number of other mod-
ules to ensure their processes and associated files are present
and have not been corrupted. If a process 1s determined to be
absent or corrupted, the examining module will re-establish 1t
from 1ts associated {file 11 possible. If the associated file 1s
absent or corrupted, a request will be made to server 120 to
recover the appropriate file. The result of this examination,
made by all examination modules, 1s summarized, saved, and
becomes part of the heartbeat message. The details of the
examination are recorded in a module status table (MST)
which contains an entry for each examination module.
SafeAgent module 514 assembles the heartbeat message
using the information in the module status table and sends the
heartbeat message to BIOS agent 112 for storage in the
SMRAM.

Thus, the only way to circumvent the protection provided
by agent 110 1s to physically alter the client, because 11 por-
tions of agent 110 are deleted or corrupted, they will be
reinstalled or recovered by portions of agent 110 that reside in
a portion of the BIOS which cannot be accessed except by
authorized personnel.

The Content of the Heartbeat Message

A healthy client 1s a client that exhibits no signs or evidence
of thelt or unauthorized access. A healthy client has all of 1ts
appropriate processes executing in an uncorrupted manner as
well as has all of its files (particularly 1ts executable files, such
as a file with an *“.exe” extension) present and uncorrupted. An
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uncorrupted process or file 1s one that passes a security check,
such as having a valid digital signature or a valid cyclic
redundancy check (CRC). The heartbeat message generated
by operating system agent 114 may identily the “health™ of
the client upon which operating system agent 114 resides.

A heartbeat message may be implemented 1n a varniety of
different ways. According to one embodiment, the heartbeat
message contains mformation that identifies, for a particular
module or component of operating system agent 114, whether
the module or component 1s present and uncorrupted. Such an
embodiment may indicate whether a particular module or
component of operating system agent 114 1s executing and 1s
uncorrupted as well as indicating whether all files associated
with the module or component are present and uncorrupted.

According to another embodiment, additional information
that describes the nature of the potential security threat(s)
may be contained in the heartbeat message. For example, if a
particular module of operating system agent 114 1s moved or
deleted every five minutes, then this additional information
may be contained within the heartbeat message. Such addi-
tional information may provide additional 1nsight into poten-
tial secunity threats, and may be referenced by a security
policy. For example, a particular security policy may be estab-
lished that states that 1f the same file or resources 1s deleted
three times 1n a particular time period (which 1s suggestive of
a malicious attack on the client), then agent 110 should enter
the disable state 330.

I1 the heartbeat 1dentifies any evidence of theft or unautho-
rized access, then when BIOS agent 112 receives the heart-
beat, BIOS agent 112 follows security policies stored by
BIOS agent 112 to address the potential theit or unauthorized
access. The security policies followed by BIOS agent 112
may strike a balance between maintaining the integrity of
agent 110 (and by extension the resources of the client upon
which it resides) and the convenience of the user of the client,
as locking the client due to the accidental deletion of a file
could be a major inconvenience for the user

In an embodiment, 1f a process or file 1s removed, then
agent 110 will follow security policies stored by BIOS agent
112 to determine how to address the situation. For example, a
particular security policy may instruct agent 110 to enter
recovery state 340 1f a process or file 1s removed or corrupted.
In recovery state 340, agent 110 may attempt to communicate
with server 120 to restore the particular process or file that has
been removed. For example, server 120 may be able to pro-
vide agent 110 with a new version of the process or file that
has been corrupted or removed. If the missing resources 1s a
low priority resource, and a connection to server 120 cannot
be established by agent 110, a security policy may instruct
agent 110 to continue and to defer recovery of the missing
resource; however, care should be given to defining security
policies, as when a process and its corresponding executable
file are missing, 1t 1s unlikely to be accidental.

While agent 110 1s in recovery state 340, agent 110 moni-
tors resources of the client for further degradation. Any fur-
ther degradation of resources of the client 1s most likely an
indication of malicious intent, as a consequence, further deg-
radation of resources of the client may be addressed by the
security policies stored by BIOS agent 112 and established by
the owner of the client. For example, according to an exem-
plary security policy, if agent 110 determines that resources
of a client have continued to degrade while agent 110 1s 1n
recovery state 340, then agent 110 may enter disable state
330. Although the behavior of agent 110 when agent 110 1s 1n
disable state 330 may differ according to the particular secu-
rity policies stored by agent 110, a typical behavior of agent
110 when agent 110 1s in disable state 330 1s to “lock™ the
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client by preventing anyone to access the client without pro-
viding two or more levels of authentication to “unlock™ the
client.

Additional details will now be provided about the opera-
tion of BIOS agent 112.

BIOS Agent Operation

FI1G. 5B 1s a block diagram of the functional components of
BIOS agent 112 according to an embodiment of the invention.
BIOS agent 112 recerves the heartbeat message from operat-
ing system agent 114 and stores security policies which agent
110 recerves from server 120. Additionally, BIOS agent 112
performs one or more actions in accordance to the security
policies. For example, BIOS agent 112 may perform an
action, dictated by a security policy, in response to either (a)
the contents of a received heartbeat message, or (b) BIOS
agent 112 not recerving the heartbeat message after an
expected period of time.

BIOS agent 112 may be implemented 1n a variety of dii-
terent ways. To 1llustrate how BIOS agent 112 may be imple-
mented according to an embodiment of the ivention, con-
sider FIG. 3B, which 1s a block diagram of BIOS agent 112
according to an embodiment of the invention. As 1llustrated
by FIG. 5B, 1n an embodiment BIOS agent 112 includes
FSRTM module 550. FSRTM module 550 serves as the pri-
mary mterface for modules of operating system agent 114 to
communicate with BIOS agent 112. FSRTM module 550
evaluates all communications recerved from modules of oper-
ating system agent 114 to ensure that the communications
originate from a valid module of operating system agent 114
as well as routes valid communications, from modules of
operating system agent 114, to their appropriate destination
within BIOS agent 112.

Strong ROM 3552 provides security services for the BIOS
of the client upon which 1t resides. In particular, strong ROM
552 may be used to provide encryption/decryption function-
ality as well as authentication functionality. Strong ROM 552
may be implemented as a binary module which executes in
system management mode (SMM) 1mside SMRAM. Strong
ROM 552 provides authentication and cryptographic ser-
vices, including authentication of binary modules and caller
validation for applications that access firmware services.
Strong ROM 552 15 an illustrative example of BIOS security
services, but 1t 1s contemplated that other security services
may be used by other embodiments of the invention. For
example, a client may be implemented with other approaches
for performing encryption/decryption and/or authentication.

NTEFES Driver 554 1s a module that 1s responsible for copy-
ing chSync module 510 and other associated files to the
operating system.

TCO 556 15 a timer which 1s used to determine when BIOS
agent 112 will examine the recent heartbeat message recerved
from operating system agent 114.

Heartbeat handler 558 1s responsible for examining the
heartbeat message received from operating system agent 114.
Heartbeat handler 358 may either reset the heartbeat message
or take remedial action depending on the nature of the
changes 1n the heartbeat message.

State change processor (SCP) 560 1s a module which exam-
ines the changes in the heartbeat message received from oper-
ating system agent 114, the current state of agent 110, and
takes appropriate action depending on the security policies
established by the owner of the client.
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As BIOS agent 112 acts upon policies and instruction
received from server 120, additional detail will now be pro-
vided about how a client and server 120 may 1nteract.

Interactions Between Clients and the Server

FIG. 7 1s a flowchart illustrating the functional steps of
communicating a policy from server 120 to a client according
to an embodiment of the invention. The steps of FIG. 7 may be
used to ensure that agent 110, residing on a client, possesses
the latest security policies 1ssued by the owner of the client.
Additionally, the steps of FIG. 7 also ensure that a party
external to each client 1in system 100, namely sever 120,
maintains accurate information about the status of each client
so that the owners of each client may be apprised. For pur-
poses of providing a clear explanation, the steps of FIG. 7
shall be explained below with reference to agent 110 execut-
ing on client 106.

In step 710, upon client 106 undergoing a change in opera-
tional state, operating system agent 114, executing on client
106, sends a state message to server 120. The state message
describes a new operational state of client 106. Clients 1n
system 100 periodically contact server 120 whenever the
client undergoes a change that may affect 1ts operation or
present a change 1n the risk of theft or unauthorized access of
the client. Non-limiting, illustrative changes which may
result 1n client 106 sending a state message to server 120
include a change 1n the IP address of client 106, a change to
the hardware configuration of client 106, a change to the
soltware configuration of client 106, a toggling of the power
supplied to client 106, a change to a configuration setting of
client 106, a change 1n the physical location of client 106
(such as mformation from a global position service (GPS)
indicating that client 106 has moved outside of a bounded
geographical region), and a change 1n the heartbeat message
received by BIOS agent 112 from operating system agent
114.

Server 120 stores the mformation contained 1n the state
message. Server 120 also examines any policies that affect
client 106 to determine what, if any, action(s) should be
performed by server 120 in response to receiving the state
message from client 106. An applicable policy may result in
a command being sent from server 120 to client 106 that
aifects the mode of operation of client 106, such as disabling
some function of client 106 (for example, the USB ports of
client 106). In more serious situations, server 120 may
istruct agent 110 executing on client 106 to change 1ts state
to disable state 330, and force client 106 to reset, reboot, and
enter a mode that requires multi-level user authentication.

Server 120 may periodically determine 1 there are any
pending policy changes to send to a client, and 11 so, send a
policy message containing the new policies to the client. In an
embodiment, server 120 may determine 11 there are any pend-
ing policy changes to send to client 106 1n response to receiv-
ing a state message from client 106.

In step 720, client 106 receives a policy message from
server 120. The policy message 1s a communication, sent over
communications link 130, which contains policy data which
identifies one or more security policies which client 106 1s to
follow. In an embodiment, the owner of client 106 may estab-
lish the security policies using web interface 210 of server
120.

In step 730, agent 110 of client 106 stores the policy data,
recetved from server 120, in the BIOS of the device. As a
result, the security policies which client 106 1s to follow are
stored 1n a secure location which 1s protected from unautho-
rized access.




US 8,556,991 B2

17

It 1s noted that while step 730 1s typically performed after
the performance of step 720, step 710 may be performed at
any time relative to steps 720 and 730. Thus, the steps of FIG.
7 may be performed 1n different orders than that depicted, as
step 710 may be performed 1n parallel to, or after, the steps of

720 and 730.

Clients May Follow Security Policies without the
Aad of the Server

Client 106 1s not dependent on server 120 for protecting the
client’s data from theit and/or unauthorized access. Without
being connected to server 120, client 106 1s able to determine
its state, changes to its state, and according to the policies
established by the owner, react to those changes, which may
include entering a disable state which requires multi-level
authentication before the client can re-boot and resume
operations.

FIG. 8 1s a flowchart illustrating the functional steps of
securing a device according to an embodiment of the mven-
tion. By performing the steps illustrated by FIG. 8, a client
may protect its resources from theit and/or unauthorized
access by following security policies stored in the BIOS of the
client. For ease of explanation, the steps of FIG. 8 shall be
described below with reference to client 106.

In step 810, client 106 stores policy data within the BIOS of
client 106. The policy data describes one or more security
policies which client 106 should follow. Client 106 may
receive the policy data in a policy message from server 120 as
described above with reference to step 720.

In step 820, upon operating system agent 114 of client 106
detecting that a certain condition, specified by a particular
security policy, has been met, BIOS agent 112 of client 106
performs one or more actions specified by the particular secu-
rity policy. Advantageously, 11 a malicious user steals client
106 or accesses client 106 1n an unauthorized manner, agent
110 may protect resources of client 106 without any assis-
tance or communication from server 120. For example, the
security policies stored 1n the BIOS of client 106 may indicate
that, upon detecting signs that client 106 has been stolen,
agent 110 should turn client 106 “into a brick,” that 1s to say,
prevent client 106 from being able to boot, thereby rendering,
client 106 moperable but protecting the data stored thereon
from unintended disclosure to a malicious party.

Security policies are discussed 1n greater detail below 1n
the section entitled “Security Policies.” Additional informa-
tion about the types of actions that a client may perform 1s
presented below 1n the section entitled “Illustrative Com-
mands that a Client may Perform.” Also, discussion about the
types of conditions that a security policy may reference 1s

presented below 1n the section entitled “Illustrative Condi-
tions that may be Referenced by a Security Policy.”

Security Policies

A security policy, as used herein, refers to a policy which a
client of system 100 may follow to protect the resources of the
client from theft and/or unauthorized access. A client 1n sys-
tem 100 may follow any number of security policies. The
security policies which a client of system 100 follows are
stored 1n the BIOS of the client.

A security policy may initially be defined using web inter-
face 210 of server 120. For example, the owner of a client
(which may correspond to a company and may be, but need
not be, different than the intended user of a client) may use a
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web browser to define one or more security policies, and may
submit the defined one or more security policies to server 120
via web interface 210.

In an embodiment, a security policy specifies that one or
more actions are to be performed by a client 1f one or more
conditions are met. A condition referenced by a security
policy serves to indicate when a particular action 1s per-
formed. As such, a condition referenced by a security policy
may reference any quantum of evidence that, when present,
would motivate one to perform the action specified by the
policy. Illustrative examples and further discussion about the
types of conditions that a security policy may reference 1s
presented below in the section entitled “Illustrative Condi-
tions that may be Referenced by a Security Policy.”

In an embodiment, a security policy may be performed in a
“1-click” fashion. That 1s to say, the owner of one or more
clients may use web interface 210 of server 120 to, with the
click of one mouse button or keystroke, instruct server 120 to
either send one or more predefined policies to one or more
clients of the owner or send one or more predefined com-
mands to one or more clients of the owner. For example, the
owner of a plurality of clients may use web 1nterface 210 to
organize the plurality of clients into one or more logical
groupings, such as by division, department, or type of client.
Such logical groupings may aid the owner of the plurality of
clients 1n managing the security policies followed by a large
number of clients. After the owner has defined a set of one or
more commands and/or a set of one or more security policies,
the owner may disseminate the set of one or more commands
and/or the set of one or more security policies to a logical
grouping of clients by sending a single struction (a
“1-click”) to web interface 210 of server 120.

Using embodiments of the invention, a corporate I'T depart-
ment may manage the security policies of any number of
clients. The I'T department may establish different security
policies for clients used by personnel 1n the engineering
department than clients used by personnel in the sales depart-
ment. For example, the I'T department may establish a policy,
only to be used by clients operated by personnel in the sales
department that will erase the hard-drives of stolen clients
that are used by sales personnel under the rationale that the
data stored on a client used by someone 1n the sales depart-
ment may be very sensitive, but easy to recreate. On the other
hand, the IT department may establish another policy, only to
be used by clients operated by personnel in the engineering
department, that will encrypt the data stored on the hard-
drives of stolen clients operated by engineering personnel
under the rationale that the data stored on a client used by
someone 1n the engineering department may be hard to rec-
reate. In this way, a centralized entity (such as an I'T depart-
ment) may establish a different set of security policies for
various groups of clients, and the centralized entity may
istruct server 120 to implement security policies or send
commands to each client 1n a group of clients by 1ssuing a
single mnstruction to server 120.

In an embodiment of the invention, the owner of a client
(such as a company) may communicate with server 120 to
send commands or policy data to one or more clients owned
by the owner; however, the user of a client may not modity the
policy data stored on the client. In this way, a company or

other centralized entity that manages a large number of clients

may ensure that each client 1s implementing the appropnate
security policies. The user of a client cannot configure the
client 1n a manner that disables or otherwise reduces the
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security protection afforded by the securities policies stored
by BIOS agent 112 on the client.

[llustrative Commands that a Client May Perform

In an embodiment, server 120 may 1ssue a command to a
particular client for immediate performance. Additionally, a
client may store a security policy which instructs the client to
perform a particular command when a particular condition 1s
met. Embodiments of the invention may implement a variety
of different commands, such as retrieve, erase, encrypt, and
disable. Each of these commands shall be explained in more
detail below.

The retrieve command 1nstructs a client to retrieve a par-
ticular resource, such as a file, and send a copy of the resource
to server 120 over commumnications link 130. The retrieve
command 1s useful when the owner of a missing or stolen
client would like to retrieve a limited number of resources
from the lost or stolen client. In an embodiment, resources
that are retrieved using the retrieve command are then deleted
from the missing client, as the client may be 1n possession of
a malicious user.

In an embodiment, to 1ssue a retrieve command to a client,
the name of the resource (which may be a file or folder, for
example) 1s included as an argument to the retrieve command.
In another embodiment, the name of the resource to be
retrieved and the path to the resource 1s included an argument
to the retrieve command.

There may be limitations to the size of resources that are
able to be retrieved using the retrieve command, as 1t would
not be desirable to inundate server 120 with a large volume of
incoming data.

The erase command 1nstructs a client to erase one or more
resources, such as a file. The erase command 1s use to erase
sensitive or confidential data from a client. In many cases,
data stored on a client may be backed-up or stored 1n another
location on a regular basis; consequently, the real concern
when a client 1s stolen may be that sensitive or confidential
data could be accessed by a malicious party, rather than a
concern that the client itself may not be retrieved. Thus, the
erase command may be used to affirmatively erase data stored
on client, thereby preventing the data from being accessed by
unauthonized parties. In an embodiment, the path to the
resources that are intended to be erased and well as informa-
tion 1dentifying the resources to be erased should be identified
as arguments to the erase command.

In an embodiment, when a client performs the erase com-
mand, 1f the client 1s able, the client sends a confirmation, to
server 120, that the data 1dentified by the erase command was
erased. In this way, the owner of the client may have some
assurance that sensitive or confidential data on the client was
not accessed by a malicious party.

The disable command nstructs a client to shut down and
become unable to boot. Thus, a client that has been disabled
by performing the disable command 1s unable to reboot. For
this reason, a client may be said to “turn into brick” by via the
disable command, because the client, after performing the
disable command, 1s unable to operate, and becomes “as
usetul as a brick™ to an unauthorized user.

In an embodiment, a client that has been disabled by per-
forming the disable command may be able to return to opera-
tional status if one or more authentication credentials are
provided to the client. Presumably, a thiel who stole a client
would not know the proper authentication credential(s) to
submit to the client to return the client to an operational state.
In such an embodiment, 1t may be necessary to obtain an
authentication credential from two or more parties, such as
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the current user of the client and the owner of the client. The
user of the client may be prompted to submit an authentica-

tion credential to the client 1f a blank screen or a screen
displaying a warning 1s shown by the client. The client would
not necessarily have to be powered down, but 1nstead, would
not respond to any mnput to the client (such as mouse move-
ments or keystrokes) except for a secret sequence of input
(such as holding two or more keys together at the same time).
If a user 1s unfamiliar with this procedure, then the user will
likely believe the client 1s broken, and may not attempt any
further action to retrieve data from the client. However, 1f the
user 1s familiar with this procedure, the user may quickly
submit the secret sequence of mnput to the client to enable the
user to gain access to the client.

In an embodiment, when a client 1s disabled by performing
the disable command, the client may emait a loud alarm. Such
an approach may be usetful for notifying nearby people the
client may be stolen and discouraging continued access of the
client by the malicious party. In an embodiment, when a client
1s disabled by performing the disable command, the client
may display a message on a screen indicating the client has
been stolen or 1s being accessed 1n an authorized manner. The
message may also contain information to assist in unlocking
the client. For example, the message may 1nstruct the user of
the client call a particular telephone number to unlock the
client. When the user calls the telephone number, the user’s
identity may be confirmed, and the user may be given a
password or other authentication credential to provide to the
client to unlock the client.

The specific actions taken by a client that has been
instructed to perform a disable command may be defined
cither by the disable command itself or by a security policy
stored by the client. For example, the client may store policy
data that describes a policy that indicates that, when the client
receives a disable command, the client 1s only to emit an
alarm 11 the physical location of the client 1s outside of a
particular geographical area.

Other i1llustrative commands which may be referenced by a
policy or be conveyed to a client from a server include an
instruction to record the keystrokes of the user of the client
and an 1nstruction to take one or more pictures or video using
a web cam or other digital camera associated with the client.

The commands discussed above may be sent from server
120 to a particular client for immediate execution by the
client. Alternately, as discussed below, the commands may be
referenced by policy data, which defines one or more security
policies, sent from server 120 to a particular client. When a
condition referenced by a policy 1s met, then a command
referenced by a policy may be performed. For example, server
120 may send a command to client 104 to enter disable state
330. Alternately, server 120 may send policy data to client
104 which contains a policy that states the client should enter
disable state 330 when a condition 1s met by the client, such as
the client’s IP address changing or the client physically mov-
ing outside of a bounded geographical area 1dentified by the
policy.

[llustrative Conditions that May be Referenced by a
Security Policy

In an embodiment, a security policy specifies that one or
more actions are to be performed by a client 11 one or more
conditions are met. A condition referenced by a security
policy serves to indicate when a particular action 1s per-
formed. Security policies may reference a wide variety of
conditions. Non-limiting, illustrative examples of conditions
which may be referenced by a security policy, as an indication
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of when a particular action 1s to be performed, includes: (a)
when an IP address of the client changes, (b) when the name
of the client changes, (¢) when the client does not connect to
server 120 for a predefined length of time, (d) when the client
does not receive a heartbeat message from the operating sys-
tem agent executing thereon after an expected period of time,
and (e¢) when the user of the client 1s not able to supply valid
authentication credentials.

In an embodiment, a security policy may specily that the
client may reboot a certain number of times without receiving
a heartbeat message from the operating system agent residing
on the client. While allowing a client to reboot without receiv-
ing a heartbeat message may introduce an element of risk to
the resources of the client, it may be necessary to reboot the
client without recerving a heartbeat message when the client
1s being repaired.

As aresult, a security policy that specifies, as a condition to
the perform of a security action, number of times the client
may reboot without recerving a heartbeat message from the
operating system agent residing on the client should balance
convenience versus security.

Two other conditions that may be referenced by securities
policies of embodiments of the invention involve geofencing
and the proximity of the client to a wireless device. Each of
these techniques 1s described 1n greater detail below.

Geolencing

In an embodiment, a client of system 100 may be designed
to perform an action or command whenever the client physi-
cally moves outside of one or more bounded geographical
areas. An owner of a client may define one or more bounded
geographical areas using web interface 210 of server 120. The
owner may then define one or more policies that instruct a
client to perform an action or command whenever the client
physically moves outside of, or into, one or more bounded
geographical areas. The defined policies, which reference the
one or more bounded areas, may be communicated from
server 120 to one or more clients.

A client storing a security policy that references one or
more bounded geographical areas may employ an application
module, of operating system agent 114, to detect and fetch
global positioning service (GPS) information for the client.
Thus, 1T the client physically moves outside of the one or more
bounded geographical areas referenced by the security policy,
the client may be apprised and perform the one or more
actions specified by the security policy.

To 1llustrate an example, a security policy may be stored on
a client that mstructs the client to enter a disabled state 1f the
client 1s physically moved outside of one or more bounded
geographical areas. As another example, another security
policy may be stored on the client that instructs the client to
perform a different action, such as erasing all data stored on
the client, if the client 1s physically moved into one or more
bounded geographical areas, such as a bounded geographical
area corresponding to a country that has weak intellectual
property laws or to a location associated with a competitor.

There 1s no limait to the size, shape, or number of bounded
geographical areas which may be referenced by a security
policy. For example, a security policy may define a bounded
geographical region around a particular building or physical
property of the owner of the client. In this way, 11 the client 1s
taken outside of a building or oif the property of the owner, the
client may perform a certain action, such as disabling itself or

erasing sensitive or confidential information.

Proximity to Wireless Device

In an embodiment, a client of system 100 may be designed
to perform an action or command whenever the user of the
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client moves his or her mobile device (such as a cell phone)
beyond a specified distance from the client. For example,

client 106 may immediately lock and/or power down and
possibly enter a sleep mode when the user of client 106 walks
with his cell phone further than a specified distance from
client 106. Correspondingly, when the user of client 106
moves his cell phone within the specified distance to client
106, client 106 may unlock and/or power on client 106 and/or
exit the sleep mode. This approach advantageously allows a
client to become secure and/or save power whenever the user
walks away, with a mobile device, from the client.

FIG. 9 15 an 1llustration of a proximity condition according
to an embodiment of the mvention. As shown by FIG. 9, a
zone of use 1s established around the client. If the user of the
client leaves the zone of use with a mobile device, such as a
Bluetooth cell phone, a security policy, stored by the client,
may instruct the client to perform a certain action or com-
mand. The distance between the user’s mobile device and the
client 1s determined by evaluating the strength of the Blue-
tooth signal between the user’s mobile device and the client.

Additional details about the approach depicted 1n FIG. 9
may be found 1n U.S. patent Ser. No. 12/321,504, entitled
“Secure Platform Management with Power Savings Capabil-
ity,” filed by Gaurav Banga et al. on Jan. 21, 2009, the contents
of which are herein incorporated by reference as if fully set
torth herein.

Facilitating the Legitimate Use of Clients

Embodiments of the mvention not only prevent the theft
and unauthorized access of resources of a client, but also
accommodate the legitimate use of clients by authorized
users. An authorized user may have a legitimate need to
remove a hard-disk drive or other persistent storage medium
from a client and 1nstall a new hard-disk drive or other per-
sistent storage medium in the client. The new hard-disk drive
or persistent storage medium would not have operating sys-
tem agent 114 installed, whereas the client would have BIOS
agent 112 installed 1n the BIOS of the client. As the new
hard-disk drive or persistent storage medium does not have
operating system agent 114 installed, BIOS agent 112 on the
client would not recerve a heartbeat. In response to notreceiv-
ing a heartbeat after an expected period of time, BIOS agent
112 checks to see if modules of operating system agent 114
are 1nstalled and uncorrupted; consequently, BIOS agent 112
would soon discover that operating system agent 114 1s not
installed 1 the new hard-disk drive or persistent storage
medium. Thereafter, BIOS agent 112 copies chSync module
510 to the operating system of the client and communicates
with server 120 to obtain data necessary to install operating
system agent 114 1n the operating system of the client. In this
process, BIOS agent 112 sends information 1dentifying the
client to server 120, such as the serial number of the client. In
this way, BIOS agent 112 may cause operating system agent
114 to be installed upon the new hard-disk drive or persistent
storage medium and may repopulate operating system agent
114 with all the appropriate modules using the data obtained
from server 120.

If a hard-disk drive (HDD) storing operating system agent
114 1s removed from an old client and 1nstalled 1n a new client
that does not have BIOS agent 112 stored thereon, and the
new client 1s powered on, operating system agent 114 would
try to send a state message to server 120. Working 1n conjunc-
tion with server 120, operating system agent 114 would
attempt to repopulate BIOS agent 112 in the BIOS of the new
client. The user of the new client may be asked by operating
system agent 114 11 the user would like to transfer a license to
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agent 110 from the old client to the new client. The owner of
the old client may recerve an email from server 120 notifying,
the owner about the request to transier the license from the old
client to the new client. The owner of the old client would
need to approve of the transfer of license from the old client to
the new client before datamay be accessed from the hard-disk
drive (HDD) using the new client. In an embodiment, each
agent 110 requires a license to operate, and 1t either BIOS
agent 112 or operating system agent 114 resides on a client for
which 1t does not have a license, 1t will not operate. To unin-
stall agent 110 from a client, one needs to submit an appro-
priate authentication credential to do so.

Composite Tracking Algorithm (CTA)

In an embodiment, there may be a variety of different
classes of data sent by a client to server 120. Such different
classes of data may include IP trace information, global posi-
tioming system (GPS) coordinates, surrounding Wiil access
points, and webcam picture and video data. Server 120 may
collect such information for purposes of tracking the geo-
graphical location of clients 1n system 100. These different
classes of data shall be discussed below.

IP trace information may include the public IP address of
the client and the set of IP addresses that data packets sent
from the client pass through to reach server 120. The public IP
address of the client may be determined by gathering the
source IP address from the server socket receiving the client
connection. The list of hops through which the data packets
sent from the client go through may be determined by sending
adaptive TTL (time to live) UDP packets to server 120 from
the client. In order to determine 1f the client 1s being an IP
proxy, server 120 may correlate the list of hops with the public
IP address of the client. In this way, server 120 may eflec-
tively discover the real public IP address of the client. The real
public IP address of the client 1s then matched against a
database of Internet Service Providers (ISPs) which returns
the probable address of the originating client message. This
address may be translated to a set of longitude and latitude
coordinates.

GPS coordinate data comprises coordinates, namely lon-
gitude and latitudes, gathered by a GPS service provided by
the client as well as other information, such as accuracy
factors.

Surrounding Wifl Access point datamay include a list of all
public Wifl access points surrounding the client. The list of
surrounding will access points 1s formatted and correlated
with a database of public wifl access points, which may be
used by server 120 to determine a probable set of longitude
and latitude coordinates for the client using triangulation.

Each class of data has a weighted value 1n the composite
tracking algorithm (CTA). For example, 1n an embodiment,
GPS coordinate data may have the highest weight in the CTA
when the client 1s 1n a position to gather relevant and accurate
longitude and latitude coordinates from its GPS service. IP
trace information may have the lowest weight and Wifl trian-
gulation may have an average weight. The result of the CTA
1s that a geographical position 1s mapped to a mapping ser-
vice.

In an embodiment, webcam shot data may provide visual
information about the operator of the client. Webcam shots
may be taken at boot time, on demand, and/or at periodic
intervals, and sent to server 120, where the webcam shots are
associated with the geographical location of the client at the
time the shot was taken. Webcam shot data may include one or
more digital pictures, digital video, or both.
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In an embodiment, server 120 may provide an interface
which visually depicts webcam shot data on a map. For
example, a map may depict the five most recent geographical
locations of the client on the map, and at each location, may
depict webcam shot data to visually display the operator of
the client at that location.

[Location Aware Client

In an embodiment, by recerving CTA data from server 120
or by accessing GPS data available from a GPS service pro-
vided by the client, a client may become self-aware as to its
geographical location. By employing the predefined security
policies the client obtains from server 120, the client 1s able to
perform actions based on the client’s current geographical
location and 1ts securities policies. Such actions that a client
may take in response to a security policy referencing the
client’s current geographical location may include disabling
the client, degrading the client, and increasing the frequency
of the reports the client makes to server 120. For example, a
client may recognize that 1t 1s 1n an area that 1s unknown (e.g.
a colfee shop) versus a known area (such as the home of the
user or at the office), and modity 1ts behavior accordingly. The
client may determine what action to take based on the CTA
data and/or other current information that describes its geo-
graphical location and the security polices stored on the client
by BIOS agent 112. As an example, a client may enter
degraded state 320 if the client detects that the client 1s 1n an
unknown network. Advantageously, embodiments of the
invention enable the client to raise its level of security auto-
matically based on 1ts current geographical location and its
surroundings.

Instant Command

In an embodiment, commands may be sent by server 120 to
a particular client for execution 1n real-time. Thus, 1f a user
wishes a particular client to immediately perform a particular
command, the user may access an interface provided by
server 120 to 1ssue a command, for immediate execution, to a
particular client. In order for a client to be instructed, 1n real
time, to perform certain commands or special tasks (such as to
disable, to retrieve a {ile, to erase one or more files) that are
initiated using a user interface provided by server 120, a
communication channel i1s kept open between the client and
server 120 at all times when there 1s network connectivity.
This communication channel enables server 120 to initiate a
connection to the client on demand, which cannot be accom-
plished in a natural way 1n today’s network environments
with network address translation and firewalls.

The communication channel effectively enables a com-
mand to be sent from server 120 to the client for immediate
execution upon receipt. For example, a user that wishes to
disable his lost laptop may access the user interface provided
by server 120, and in1tiate an instant lock command on his lost
laptop, which would eflectively disable his laptop 1n real
time. Likewise, the user could initiate other commands to be
performed on his laptop immediately upon receipt, such as a
retrieve command or an erase command.

BCOI (BIOS Connect Over Internet)

In an embodiment, agent 110 of a client may include a
component (referred to as BCOI Failsate BIOS component)
which 1s configured to directly communicate with server 120
from the BIOS level of the client using the network stack. This
transport mechanism 1s configured to allow (a) obtaiming
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policy updates and/or commands on the BIOS level directly
from server 120, (b) download and update modules of agent
110, such as those modules required for persistency, (¢) sup-
port one-time password authentication methods to unlock the
system, and (d) support a “remote unlock™ feature, which
enables a user to access a user 1ntertace provided by server
120 to unlock a particular client from server 120.

Persistence

In an embodiment, agent 110 may check a heartbeat recov-
ery flag 1n the BIOS and mitiate a restore process for the client
upon which agent 110 resides if a heartbeat recovery flag so
indicates. The restore process can be initiated when the client
1s booted and/or when the client resumes from sleep mode or
hibernate mode. One or more modules of agent 110 may copy
a module (referred to as a “FailSate Windows module” or
“FailSate OS module™) from a secure location (such as BIOS
Flash Memory) to an appropriate partition of the operating
system of the client (which may be, but need not be, MS
Windows from Microsoit Corporation of Redmond, Wash.).
The one or more modules may be recovered to a particular
partition specified during provisioning or to all applicable
partitions. All modules that are recovered may be authenti-
cated before they are loaded and executed.

Ensuring Data Security

Embodiments of the invention enable a client to protect the
data stored thereon from theft and/or unauthorized access,
even when the storage medium storing the data 1s removed
from the client operating according to an embodiment of the
invention. Thus, even 1f a malicious user were to remove the
hard-disk drive (HDD) from a client according to an embodi-
ment of the invention and install the hard-disk drive (HDD) in
another client not configured to operate according to an
embodiment of the invention, the malicious user may still be
prevented from accessing the data stored on the hard-disk
drive (HDD).

According to an embodiment of the imnvention, a security
policy, described by policy data stored within the BIOS of a
client, may indicate that a controller of the hard-disk drive
(HDD) should lock the hard-disk drive when a certain condi-
tion 1s met or satisfied. A controller (or “disk controller’”)of a
hard-disk drive (HDD) 1s a functional component which
enables the client to communicate with the hard-disk drive
(HDD). A controller acts as a “gateway” to access all data
stored on the hard-disk drive (HDD).

When a security policy indicates that the hard-disk drive
(HDD) of a client should be locked, agent 110 instructs the
controller of the hard-disk drive (HDD) to lock the hard-disk
drive (HDD). When the hard-disk drive (HDD) 1s locked, the
controller of the hard-disk drive (HDD) denies, to any entity,
access to the data stored on the hard-disk drive (HDD) unless
the entity supplies, to the controller, a recognized password or
authentication credential.

After the controller has been instructed by agent 110 to
lock the hard-disk drive (HDD), even 11 the hard-disk drive 1s
removed from the client and 1nstalled on a different client or
computer, the controller will continue to deny, to any entity,
access to the data stored on the hard-disk drive (HDD) unless
the entity supplies, to the controller, a recognized password.
To 1llustrate, consider FIG. 10A, which 1s an 1llustration 1000
that depicts how a locked hard-disk drive (HDD) cannot be
accessed without submitting proper authorization credentials
according to an embodiment of the invention. As shown 1n

FIG. 10A, client 106 includes a BIOS and hard-disk drive
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(HDD) 190. One or more policies are stored 1n the BIOS of
client 106 by BIOS agent 112 (not depicted in FIG. 10A).
Hard-disk drive (HDD) 190 comprises a controller 192 and
data 194. Data 194 may include sensitive data which the
owner of client 106 desires to protect from thett and/or unau-
thorized access.

If a policy stored by client 106 indicates that controller 192
of hard-disk drive (HDD) 190 should lock hard-disk drive

(HDD) 190, then agent 110 will instruct controller 192 to
deny, to any entity, access to data 194 stored on hard-disk
drive (HDD) 190 unless the entity supplies, to controller 192,

a recognized password or authentication credential. Thus,
even 1f hard-disk drive (HDD) 190 1s moved from client 106
to client 108 (where client 108 1s not executing agent 110), a
user of client 108 would still not be able to access data 194
stored on hard-disk drive (HDD) 190 without submitting a
recognized password or authentication credential to control-
ler 192 because controller 192 1s configured to deny access to
a user of client 108 that requests access to data 194 unless the
user supplies the expected password or authentication cre-
dential. Presumably, a malicious user, using either client 108
or client 106, would not know the expected password or
otherwise be able to provide the authentication credential to
controller 192 to enable the malicious user to access data 194.

In an embodiment, the controller may be configured to
deny, to any entity, access to the hard-disk drive (HDD) by
preventing the client from booting unless a recognized pass-
word or authentication credential 1s supplied to the controller.
In such an embodiment, when the hard-disk drive 1s locked,
the client may power down, and thereafter, prevent the user
from booting the client unless the user supplies the recog-
nized password or authentication credential. In powering
down the client, the controller may work in conjunction with
one or more other functional components of the client to
cause the client to be powered down contemporaneous with
the locking of the hard-disk drive (HDD).

In embodiments of the invention, a locked hard-disk drive
(HDD) may be unlocked by supplying a recognized password
or authentication credential to the controller of the locked
hard-disk drive (HDD). To 1illustrate, consider FIG. 10B,
which 1s an illustration 1050 that depicts how a locked hard-
disk drive (HDD) may be unlocked according to an embodi-
ment of the invention. As shown 1n FIG. 10B, imitially an
owner of client 106 may commumnicate a password to server
120. For example, the owner of client 106 may access web
interface 210 of server 120 to communicate the password to
server 120.

After receiving the password, server 120 may construct a
lock code based on the password, and may thereaiter com-
municate the lock code to client 106. The lock code may be
used by client 106 in locking the hard-disk drive (HDD) of the
client. Server 120 may create the lock code based on the
particular manner 1n which client 106 will lock the hard-disk
drive (HDD), e.g., server 120 may create a different lock code
based on information obtained from client 106 as a result of
client 106 performing a hardware feedback process as
explained 1n more detail below.

Once the hard-disk drive (HDD) 1s locked, the user of client
106 (which may be, but need not be, different than the owner
of client 106) may communicate the password to client 106.
Upon the controller of the locked hard-disk drive (HDD)
receiving the password from the user of client 106, the con-
troller will unlock the hard-disk drive (HDD), thereby allow-
ing the user of client 106 to access data stored thereon. The
controller may ascertain the validity of the password submiut-
ted by the user of the client 106 using information received
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from the server 120, such as the password 1itself or the lock
code which 1s based on the password.

Embodiments of the invention may employ a variety of
different approaches for locking a hard-disk drive (HDD).
According to one approach, a client may use standard ATA -
based specification to lock a hard-disk drive (HDD). Alter-
nately, any Full Disk Encryption (FDE) such as Trusted Com-
puting Group (TCG) Secure Storage Work Group standard
may be employed by embodiments to lock a hard-disk drive
(HDD).

In an embodiment, agent 110 may perform a function
referred to as “hardware feedback™ to determine the features
supported by a client to assess to how best perform a certain
function, such as locking a hard-disk dnive (HDD). For
example, 1n an embodiment, an application module, such as
application module 504, may fetch a client’s hardware and/or
soltware configuration and identification information. In this
way, agent 110 may ascertain what features for locking a
hard-disk drive (HDD) are supported or are most appropriate
for a particular client. In an embodiment, agent 110 may
perform hardware feedback functionality during installation
of agent 110. In another embodiment, agent 110 may be
configured to perform hardware feedback functionality on
command or on a periodic basis.

Embodiments of the invention may instruct a controller of
a hard-disk drive (HDD) to lock the hard-disk drive (HDD) at
different times or in response to different occurrences. For
example, 1 an embodiment, a security policy stored by a
client may instruct the client to lock the hard-disk drive
(HDD) when the client enters disabled state 330. As another
example, agent 110 may nstruct the controller of a hard-disk
drive (HDD) to lock the hard-disk drive (HDD) in response to
receiving, over a communications link, a command from
server 120. In this way, server 120 may cause a client to
immediately lock 1ts hard-disk drive (HDD) by 1ssuing a
command to do so to the client over a communications link.

In certain embodiments, the hard-disk drive (HDD) of a
client may be 1nstructed to be locked atter the client 1s manu-
tactured. Thereafter, when an entity purchases the client, the
purchaser may be provided with the password to unlock the
hard-disk drive (HDD) of the client. Such an approach may
help deter theit as well as ensure that the configuration of the
client has not been altered after leaving the manufacturer.

In an embodiment, when a hard-disk drive (HDD) 1s
locked, the controller may additionally encrypt the data
stored on the hard-disk drive (HDD). The controller may
encrypt the data using a key stored in the BIOS of the client.
In this way, 1f the hard-disk drive (HDD) 1s removed from the
client, the data stored on the hard-disk drive (HDD) will not
be recognizable or readable to a viewer without the key stored
in the BIOS of the client. Thus, a security policy may be
established that not only locks a hard-disk drive (HDD) of the
client, but also enforces disk data encryption. For example,
when a user sends a lock command to the client, the FDE
secure data (encrypt) callbacks may be called to enable the
“data protection” first and thereatfter, the lock will be per-
formed. Agent 110 may store a key to perform such encryp-
tion and decryption 1n a secure location, such as 1 the BIOS
of the client.

While embodiments of the invention have chiefly been
described 1n this section as locking a hard-disk drive (HDD),
other embodiments of the invention may lock other types of
storage mediums for digital data other than a hard-disk drive
(HDD). Thus, embodiments of the invention are not limited to
any particular mechanism for storing digital data, as embodi-
ments of the invention may be used to lock a wide variety of
storage mediums for digital data.
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Implementing Mechanisms

In an embodiment, one or more of clients 102, 104, and 106
may each be implemented using a computer system. FIG. 11
1s a block diagram that illustrates a computer system 1100
upon which an embodiment of the invention may be 1imple-
mented. In an embodiment, computer system 1100 includes
processor 1104, main memory 1106, ROM 1108, storage
device 1110, and communication interface 1118. Computer
system 1100 includes at least one processor 1104 for process-
ing information. Computer system 1100 also includes a main
memory 1106, such as a random access memory (RAM) or
other dynamic storage device, for storing information and
instructions to be executed by processor 1104. Main memory
1106 also may be used for storing temporary variables or
other intermediate information during execution of instruc-
tions to be executed by processor 1104. Computer system

1100 further includes a read only memory (ROM) 1108 or

other static storage device for storing static information and
instructions for processor 1104. A storage device 1110, such
as a magnetic disk or optical disk, 1s provided for storing
information and instructions.

Computer system 1100 may be coupled to a display 1112,
such as a cathode ray tube (CRT), a LCD monitor, and a
television set, for displaying information to a user. An input
device 1114, including alphanumeric and other keys, 1is
coupled to computer system 1100 for communicating infor-
mation and command selections to processor 1104. Other
non-limiting, illustrative examples of mput device 1114
include a mouse, a trackball, or cursor direction keys for
communicating direction information and command selec-
tions to processor 1104 and for controlling cursor movement
ondisplay 1112. While only one imnput device 1114 1s depicted
in FIG. 11, embodiments of the invention may include any
number of iput devices 1114 coupled to computer system
1100.

Embodiments of the invention are related to the use of
computer system 1100 for implementing the techniques
described herein. According to one embodiment of the mven-
tion, those techniques are performed by computer system
1100 1n response to processor 1104 executing one or more
sequences of one or more instructions contained 1 main
memory 1106. Such instructions may be read into main
memory 1106 from another machine-readable medium, such
as storage device 1110. Execution of the sequences of instruc-
tions contained in main memory 1106 causes processor 1104
to perform the process steps described herein. In alternative
embodiments, hard-wired circuitry may be used in place of or
in combination with software instructions to implement
embodiments of the invention. Thus, embodiments of the
invention are not limited to any specific combination of hard-
ware circuitry and software.

The term “machine-readable storage medium”™ as used
herein refers to any medium that participates 1n storing
instructions which may be provided to processor 1104 for
execution. Such a medium may take many forms, including
but not limited to, non-volatile media and volatile media.
Non-volatile media includes, for example, optical or mag-
netic disks, such as storage device 1110. Volatile media
includes dynamic memory, such as main memory 1106.

Non-limiting, i1llustrative examples ol machine-readable
media include, for example, a floppy disk, a flexible disk, hard

disk, magnetic tape, or any other magnetic medium, a CD-
ROM, any other optical medium, a RAM, a PROM, and
EPROM, a FLASH-EPROM, any other memory chip or car-

tridge, or any other medium from which a computer can read.
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Various forms of machine readable media may be involved
1n carrying one or more sequences ol one or more instructions
to processor 1104 for execution. For example, the instructions
may 1nitially be carried on a magnetic disk of a remote com-
puter. The remote computer can load the instructions nto its
dynamic memory and send the instructions over a network
link 1120 to computer system 1100.

Communication interface 1118 provides a two-way data
communication coupling to a network link 1120 that 1s con-
nected to a local network. For example, communication inter-
face 1118 may be an integrated services digital network
(ISDN) card or a modem to provide a data communication
connection to a corresponding type of telephone line. As
another example, communication interface 1118 may be a
local area network (LAN) card to provide a data communi-
cation connection to a compatible LAN. Wireless links may
also be implemented. In any such implementation, commu-
nication interface 1118 sends and receives electrical, electro-
magnetic or optical signals that carry digital data streams
representing various types ol information.

Network link 1120 typically provides data communication
through one or more networks to other data devices. For
example, network link 1120 may provide a connection
through a local network to a host computer or to data equip-
ment operated by an Internet Service Provider (ISP).

Computer system 1100 can send messages and receive
data, including program code, through the network(s), net-
work link 1120 and communication interface 1118. For
example, a server might transmit a requested code for an
application program through the Internet, a local ISP, a local
network, subsequently to communication interface 1118. The
received code may be executed by processor 1104 as it 1s
received, and/or stored 1n storage device 1110, or other non-
volatile storage for later execution.

In the foregoing specification, embodiments of the mven-
tion have been described with reference to numerous specific
details that may vary from implementation to implementa-
tion. Thus, the sole and exclusive indicator of what is the
invention, and 1s mtended by the applicants to be the mven-
tion, 1s the set of claims that 1ssue from this application, in the
specific form 1n which such claims 1ssue, including any sub-
sequent correction. Any defimitions expressly set forth herein
for terms contained 1n such claims shall govern the meaning
of such terms as used in the claims. Hence, no limitation,
clement, property, feature, advantage or attribute that 1s not
expressly recited 1 a claim should limit the scope of such
claim 1n any way. The specification and drawings are, accord-

ingly, to be regarded 1n an 1llustrative rather than a restrictive
sense.

What is claimed 1s:

1. One or more machine-readable non-transitory mediums
storing one or more sequences of mstructions for securing a
client, which when executed, cause:

a BIOS agent to store policy data within a BIOS of the
client, wherein the BIOS agent 1s one or more modules
operating at runtime 1n the BIOS of the client, wherein
the policy data 1s capable of being updated from a server
alter an operating system on the client has loaded, and
wherein the policy data describes one or more security
policies followed by the client after the operating system
has loaded;

upon the BIOS agent recerving updated policy data from
the server white the operating system executes, the client
enforcing any new security policies described by the
updated policy data without rebooting the client; and

in response to the client following at least one of the one or
more security policies, a hard-disk drive (HDD) of the
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client to lock by instructing a controller present in the
hard-disk drive (HDD) to deny, to any entity, access to

data stored on the hard-disk drive (HDD) unless the

entity supplies, to the controller, a recognized authenti-
cation credential.

2. The one or more machine-readable non-transitory medi-
ums of claim 1, wherein the at least one of the one or more
security policies was obtained by the client, from a server,
over a communications link, and wherein the at least one of
the one or more security policies cannot be changed by a user
of the client.

3. The one or more machine-readable non-transitory medi-
ums of claim 1, wherein the client 1s configured to be locked
alter the client 1s manufactured, and wherein a purchaser of
the client 1s provided a password to unlock the client.

4. The one or more machine-readable non-transitory medi-
ums of claim 1, wherein the controller 1s configured such that,
upon the hard-disk drive (HDD) being removed from the

client, the controller continues to deny, to any entity, access to
the data stored on the hard-disk drive (HDD) unless the entity

supplies, to the controller, a recogmzed password.

5. The one or more machine-readable non-transitory medi-
ums of claim 1, wherein the controller denies, to any entity,
access to the data stored on the hard-disk drive (HDD) unless
the entity supplies, to the controller, a recognized password
by preventing the client from booting unless the recognized
password 1s supplied to the controller.

6. The one or more machine-readable non-transitory medi-
ums of claim 1, wherein locking the hard-disk drive (HDD) of
the client further comprises:

encrypting data stored on the hard-disk drive (HDD) using
a key stored in the BIOS of the client.

7. The one or more machine-readable non-transitory medi-
ums of claim 1, wherein locking the hard-disk drive (HDD) of
the client further comprises:

determining features supported by the client to assess how
to deny, to any entity, access to the data stored on the
hard-disk drive (HDD) unless the entity supplies, to the
controller, a recognized password.

8. The one or more machine-readable non-transitory medi-
ums of claim 1, wherein at least one of the one or more
security policies instructs the client to lock the hard-disk drive
(HDD) when the client enters a disabled state.

9. The one or more machine-readable non-transitory medi-
ums of claim 1, wherein execution of the one or more
sequences ol structions further causes:

in response to receiving, over a communications link, a
command from a server, the client locking the hard-disk
drive (HDD).

10. A method for securing a client, comprising;:

a BIOS agent storing policy data within a BIOS of the
client, wherein the BIOS agent 1s one or more modules
operating at runtime 1n the BIOS of the client, wherein
the policy data 1s capable of being updated from a server
after an operating system on the client has loaded, and
wherein the policy data describes one or more security
policies followed by the client after the operating system
has loaded;

upon the BIOS agent receiving updated policy data from
the server while the operating system executes, the client
enforcing any new security policies described by the
updated policy data without rebooting the client; and

in response to the client following at least one of the one or
more security policies, locking a hard-disk drive (HDD)
of the client by instructing a controller present in the
hard-disk drive (HDD) to deny, to any entity, access to
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data stored on the hard-disk drive (HDD) unless the
entity supplies, to the controller, a recognized authenti-
cation credential.

11. The method of claim 10, wherein the at least one of the
one or more security policies was obtained by the client, from
a server, over a communications link, and wherein the at least
one of the one or more security policies cannot be changed by
a user of the client.

12. The method of claim 10, wherein the client 1s config-
ured to be locked after the client 1s manufactured, and wherein
a purchaser of the client 1s provided a password to unlock the
client.

13. The method of claim 10, wherein the controller is
configured such that, upon the hard-disk drive (HDD) being
removed from the client, the controller continues to deny, to
any entity, access to the data stored on the hard-disk drive
(HDD) unless the entity supplies, to the controller, a recog-
nized password.

14. The method of claim 10, wherein the controller denies,
to any entity, access to the data stored on the hard-disk drive
(HDD) unless the entity supplies, to the controller, a recog-
nized password by preventing the client from booting unless
the recognized password 1s supplied to the controller.

15. The method of claim 10, wherein locking the hard-disk
drive (HDD) of the client further comprises:

encrypting data stored on the hard-disk drive (HDD) using,

a key stored 1n the BIOS of the client.

16. The method of claim 10, wherein locking the hard-disk
drive (HDD) of the client further comprises:

determining features supported by the client to assess how

to deny, to any entity, access to the data stored on the
hard-disk drive (HDD) unless the entity supplies, to the
controller, a recogmzed password.

17. The method of claim 10, wherein at least one of the one
or more security policies mstructs the client to lock the hard-
disk drive (HDD) when the client enters a disabled state.

18. The method of claim 10, turther comprising;:

in response to recerving, over a communications link, a

command from a server, the client locking the hard-disk
drive (HDD).

19. The method of claim 10, wherein at least one of the one
or more security policies consider information, periodically
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sent from the operating system 1n the client to the BIOS, about
whether normal operations of the client have been compro-
mised or degraded.

20. The method of claim 10, wherein at least one of the one
or more security policies specifies that upon the BIOS agent
determining that no heartbeat message has been received by
the BIOS agent within a specified period of time, the BIOS
agent 1s to perform one or more actions, and wherein a heart-
beat message 1s a message that (a) 1s generated by one or more
modules operating 1n the operating system of the client that
examine components of the operating system to determine 1f
the components are present as installed and operating as
intended, and (b) indicates an operational status of the client.

21. An apparatus for securing resources thereof, compris-
ng:

one or more processors; and

one or more machine-readable non-transitory mediums

storing one or more sequences ol nstructions, which

when executed by the one or more processors, cause:

a BIOS agent to store policy data within a BIOS of the
client, wherein the BIOS agent 1s one or more mod-
ules operating at runtime in the BIOS of the client,
wherein the policy data 1s capable of being updated
from a server after an operating system on the client
has loaded, and wherein the policy data describes one
or more security policies followed by the client after
the operating system has loaded:

upon the BIOS agent recerving updated policy data from
the server while the operating system executes, the
client enforcing any new security policies described
by the updated policy data without rebooting the cli-
ent; and

in response to the client following at least one of the one
or more security policies, a persistent storage medium
of the client to lock by instructing a controller present
in the persistent storage medium to deny, to any entity,
access to data stored on the persistent storage medium

unless the entity supplies, to the controller, a recog-
nized authentication credential.
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