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SYSTEM, METHOD AND DATABASE FOR
DETERMINING LOCATION BY INDIRECTLY
USING GPS COORDINATES

PRIORITY CLAIM

This application claims the benefit of U.S. Provisional
Appl. No. 61/645,179, filed May 10, 2012, the disclosure of

which 1s hereby incorporated by reference.

TECHNICAL FIELD

The present disclosure relates to computer processes and
databases for locating mobile electronic devices using coor-
dinates and information associated with detected wireless
(e.g., Wi-F1) access points.

BACKGROUND

Laptops, and increasingly other electronic devices such as
cell phones, PDAs, smart phones (e.g. Blackberry™,
1IPhone™), memory sticks, personal media devices (e.g.
1Pod™), gaming devices, tablet computers, electronic books
and personal computers, are often remotely tracked so that,
for example, they can be recovered in the event of theft,
children using them can be momitored, and for other purposes.
Such tracking may be effected by sending location informa-
tion to a remote storage site, an email server or a personal
mobile electronic device.

Furthermore, many people wish to use location based ser-
vices provided through their mobile devices.

In many cases, the location of a mobile device 1s deter-
mined by detecting local Wi-F1 access points, retrieving loca-
tions of those access points from a database and then perform-
ing a calculation to determine the likeliest location of the
mobile device. Such Wi-Fi databases are often compiled and
maintained by war-driving, and include calculated locations
of each access point.

SUMMARY

This summary 1s not an extensive overview intended to
delineate the scope of the subject matter that 1s described and
claimed herein. The summary presents aspects of the subject
matter 1n a simplified form to provide a basic understanding
thereol, as a prelude to the detailed description that 1s pre-
sented below. Neither this summary, the drawings, nor the
following detailed description purport to define or limit the
invention.

The present disclosure relates to the locating of mobile
clectronic devices using systems, methods and databases that
employ relations between currently detected Wi-Fi access
points and previously recorded GPS coordinates of mobile
devices that have detected such Wi-Fi1 access points. In addi-
tion, 1t relates to the creation, use and maintenance of such a
database.

In one embodiment, a database stores scans of Wi-Fi1access
points, some of them directly associated with GPS coordi-
nates. Mobile electronic devices detect Wi-Fi access points,
details of which are sent to the database. Contents of the
database are analyzed for relations between the scanned Wi-
F1 points and previously stored GPS coordinates. If a relation
1s found, the GPS coordinates are used for determining the
location of the mobile device.

In one embodiment, early 1n the process of compiling the
database, Wi-F1 access points are detected by GPS-equipped
mobile devices, or some other independent location technol-
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ogy. The GPS coordinates are stored in relation to the BSSIDs
(see “Terminology” section below) of the detected access
points. Whenever any of these BSSIDs are later detected by
mobile devices, the GPS coordinates originally stored 1n rela-
tion to them are retrieved and used for determining the loca-
tion of the mobile device that detects them.

If a group of Wi-Fi1 access points are detected that do not
have a related set of GPS coordinates, they are stored as a
group for later use.

BRIEF DESCRIPTION OF THE DRAWINGS

For a fuller understanding of the nature and advantages of
the disclosed subject matter, as well as the preferred mode of
use thereol, reference should be made to the following
detailed description, read in conjunction with the accompa-
nying drawings. In the drawings, like reference numerals
designate like or similar steps or parts.

FIG. 1 1s a functional block diagram of a location system 1n
accordance with embodiments of the presently disclosed sub-
ject matter.

FIG. 2 1s arepresentative diagram showing distances R-4R
from a set of GPS coordinates within which different mobile
devices may be located.

FIG. 3 15 a representative diagram showing how the loca-
tion of a mobile device can be calculated indirectly from GPS
coordinates.

FIG. 4 diagrammatically 1illustrates a data structure 1n a
database of a location system 1n accordance with embodi-
ments of the presently disclosed subject matter.

FIG. 5 1s a representative diagram of a plurality of scans
and how they relate to location determination 1n accordance
with embodiments of the presently disclosed subject matter.

FIG. 6 15 a flowchart of a process a mobile device performs
during determination of its location in accordance with
embodiments of the presently disclosed subject matter.

FIG. 7 1s a flowchart of a process a server performs when
determining the location of a mobile device 1n accordance
with embodiments of the presently disclosed subject matter.

FIG. 8 1s a flowchart of a process performed by a server
when searching for GPS data that 1s related to a scan in
accordance with embodiments of the presently disclosed sub-
ject matter.

FIG. 9 1s a flowchart for maintaining a database at an

elficient size 1n accordance with embodiments of the pres-
ently disclosed subject matter.

DETAILED DESCRIPTION OF SPECIFIC
EMBODIMENTS

A. Terminology

A “wireless access point” 1s a device that allows mobile
clectronic devices to connect to a network such as the internet.
Wireless access points can also be referred to as access points,
APs, and Wi1-F1 access points.

A “basic service set” (“BSS™) 1s the building block of a
wireless local area network. It typically comprises a single
wireless access point together with all the wireless devices
connected to 1t.

A “basic service set 1identification” (“BSSID™) 1s an 1den-
tifier for a BSS. BSSIDs are generally unique numbers. In an
inirastructure BSS, the BSSID 1s the MAC (Media Access
Control) address of the wireless access point. The term
BSSID may be used interchangeably with the terms wireless
access point, Wi-F1 access point and access point.
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A “Wi-F1 modem” 1s the interface that allows a mobile
device to communicate with a Wi-Fi1 access point.

A “cellular modem™ 1s an interface that allows a mobile
device to access a cellular telephone network.

A “scan” 1s the detection of wireless access points by a
mobile electronic device. A scan may include none, one or
more BSSIDs, each corresponding to a wireless access point.

“I'mlateration™ 1s the process of determining a location by
measuring radi from three points with known positions and
calculating the area where circles having the radin intersect.
As the measurement 1s often an estimate or 1t contains sig-
nificant errors, multilateration may be employed, where more
than three known points are used. Radu, or distances from the
known points, can be estimated by measuring signal
strengths, for example, 11 the points of known position are
Wi-F1 access points. Weighting of the various known posi-
tions can also be used, where the weighting 1s mathematically
related to the signal strength. This process 1s often referred to
as Wi-F1 triangulation.

B. System

A basic block diagram of a preferred embodiment of the
locating system 2 1s shown in FI1G. 1. The system includes one
or more mobile devices 10 which do not have or do notuse a
GPS locating device. The system also includes one or more
mobile devices 30 each of which uses a GPS locating device
22. Mobile devices 10, 30 generally include laptops, cell
phones, PDAs, smart phones, memory sticks, personal media
devices, gaming devices, tablet computers, electronic books
and any other mobile electronic device. Such mobile devices
10, 30 include a processor 12, which 1s connected to memory
14. Memory 14 includes computer readable instructions 16
and computer readable data 18. Processor 12 reads the com-
puter readable 1nstructions 16 and processes them 1n order to
provide the functions, at least 1n part, of the locating system 2.
In doing so, the processor 12 may write data 18 to or read data
18 from the memory 14. The processor 1s connected to a
Wi-F1 modem 20, which detects BSSIDs of local Wi-Fi
access points 34, 34 A. The mobile devices 10, 30 may con-
nect to a network 32 through the Wi-Fi modems 20, although
they may alternately be connected via cellular modems and a
cellular network to the Internet. The network 32 may be the
Internet, a cellular network or a combination of a cellular
network and the Internet.

The mobile devices 10, 30 connect via network 32 to a
server 40, which comprises a processor 42 and memory 44.
Memory 44 contains computer readable 1nstructions 46 and
computer readable data 48 in the form of a database. Proces-
sor 42 reads the computer readable instructions 46 and pro-
cesses them in order to provide the functions, of at least
another part, of the locating system 2. In doing so, the pro-
cessor 42 may write data 48 to or read data 48 from the
memory 44. Processor 42 also communicates with processors

12 across the network 32 when determining the locations of
mobile devices 10, 30.

C. Principle

Referring to FIG. 2, the principle upon which the locating
system 2 operates 1s shown. A mobile device 30, which 1s GPS
enabled, can detect wireless access points within an area
defined by surrounding circle 50 centered at 1ts recorded GPS
coordinates. The wireless access points that are most distant
from the mobile device 30 but that can still be detected will lie
on the circumierence of the circle at a distance R from mobile
device 30, and include wireless access point 34. The distance

10

15

20

25

30

35

40

45

50

55

60

65

4

R corresponds to the radius of a scan of a mobile device,
which can be assumed to be the same for all mobile devices
for the purposes of the presently disclosed subject matter.
Even when mobile device 30 later moves away from 1ts loca-
tion (as shown below), 1ts GPS coordinates as then recorded
will continue to be associated with wireless access point 34.

Another mobile device 10, which 1s not GPS enabled,
detects wireless access points within surrounding circle 52.
The mobile device 10 has been positioned as far as possible
from GPS enabled mobile device 30, while still being able to
detect wireless access point 34. It can be seen that 1t the
mobile device 10 can detect the access point 34, then the
maximum distance of mobile device 10 from the previously
recorded GPS coordinates of the GPS-equipped mobile
device 30 1s 2R.

Mobile device 10 also detects wireless access point 34 A at
a maximum distance of 3R from the GPS coordinates of
mobile device 30. Detection of access point 34 A can also be
used for determining location 1f detected 1n a scan.

A third mobile device 10A, which 1s not GPS-enabled,
detects wireless access points 34 A and 34B along the circum-
terence of surrounding circle 54 of its scan. The third mobile
device 10A has been positioned as far as possible from the
GPS coordinates of mobile device 30, while still being able to
detect access point 34A. It can therefore be seen that the
location of mobile device 10A 1s within a distance 4R from
the GPS coordinates of mobile device 30.

The principle may be repeated for further scans that are
linked ultimately to the GPS coordinates of mobile device 30.
For each subsequent link, the maximum distance from the
GPS coordinates increases by 2R.

In practice, the chain of scans will not be stretched out as
shown 1n FIG. 2, but instead will be arranged 1n a somewhat
random walk. As a result, the most probable distance from the
GPS coordinates will be considerably less than the maximum
distances given above.

Scan 30 may be referred to as the reference scan, scan 32
may be referred to as an intermediate scan, and scan 54 may
be referred to as a current scan or simply a scan. Each link in
the chain joins two adjacent or overlapping scans with a
common access point. For example, the access point 34 may
be considered to be a link between the intermediate scan 52
and the reference scan 50, as 1t 1s common to both scans.

Reterring to FI1G. 3, one can see three GPS-enabled mobile
devices 30, 30A, 30B with their respective scans 58, 60, 62.
The scan 58 from mobile device 30 includes BSSID of access
point 34. The scan 60 from mobile device 30A includes
BSSID of access point 34A. The scan 62 from mobile device
30B includes BSSID of access point 34B. If the location of
mobile device 10, which 1s not GPS-enabled, 1s required, then
the mobile device 10 performs a scan 36. The scan 56 1den-
tifies wireless access points 34, 34A and 34B. Since these
access points have been previously related to GPS coordi-
nates of mobile devices 30, 30A and 30B, the location of the
mobile device 10 can be calculated using these related GPS
coordinates. To this end, the maximum distance from each set
of GPS coordinates 1s 2R, as explained 1n relation to FIG. 2,
and the location of the mobile device 10 can be calculated
using a trilateration technique to be within the area 64 inter-
sected by circles 89, 61, 63 of radius 2R centered at the GPS
coordinates of mobile devices 30, 30A and 30B respectively.

It can therefore be seen that the actual coordinates of the
detected access points 34, 34 A, 34B do not need to be known
nor calculated in order to calculate the coordinates of the
mobile device 10.

FIG. 4 shows a data structure that may be used in a database
of the locating system 2. For each scan 65 performed by a
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mobile device 10, 30 a single timestamp 66 1s recorded. For
cach scan 65, there may be a set of coordinates 67, such as
latitude and longitude coordinates 67, depending on whether
the mobile device 1s GPS-enabled or not, whether or not a
GPS enabled device has succeeded 1n providing a GPS 1ix, or
whether coordinates have been associated with the location of
the mobile device 1n some other way, either directly or indi-
rectly. For each scan 65, there may be one set or no set of
latitude/longitude coordinates 67. Each scan 65 1s also related
to one (e.g. N) or more BSSIDs 68, depending on how many
access points are detected, and how many of these are retained
for use 1n the system database 48.

TABLE 1 shows lines of data that may be stored 1n the
system database 48. Looking at the first row, scan 81 1s
performed at a time T1 by a device that 1s GPS enabled. The
GPS coordinates of the mobile device are stored as G71. The
scan 1dentifies BSSIDs 91, 92 and 93. Although a scan would
be unnecessary for determining the location of the mobile
device since 1t has already obtained a GPS fix, the results of
the scan are useful for compiling the database 48 of the
locating system 2. The determination of the location of the
mobile device 1s therefore performed by direct usage of the
GPS coordinates G71. Note that the identification of mobile
device 1s not stored 1n the table 1n order to respect privacy.

However, 1f permission were waived/granted by the owner or
user of the device, then device identification could also be

stored.

The first line of data can be seen diagrammatically 1 FIG.
5. Mobile device 71, which 1s GPS enabled, performs scan 81

in which 1t detects BSSIDs of wireless access points 91, 92
and 93. GPS coordinates (G71 entered in the table are those of

the mobile device 71 at the time of the scan, 1.e. time T1.

TABLE 1
Time Scan GPS BSSIDs
T1 81 G71 91 92 93
T2 82 92 94
T3 83 94 95 96 97
T4 {4 93 97 98
T5 85 G75 96 99
T6 86 94 95 96 97
T7 R7 100 101 102
TR 88 G78 101
T9 3, G79 9192 102
T10 90 91 100 102

Looking at time 12 in TABLE 1, amobile device, which 1s not
GPS enabled, then performs scan 82, 1n which 1t detects
BSSIDs 92 and 94. The scan data 1s added to the database. As
there 1s no direct GPS data, the locating system 2 searches
prior rows 1n the database to see whether either of BSSIDs 92
and 94 are related to GPS data. As 1t happens 1n this case,
BSSID 92 1s related to GPS coordinates G71 1n the first row.
The location of mobile device 1s therefore determined by
looking 1t up as G71, and, since 1t 1s related to G71 indirectly,
by one step, the location may be specified as being within a
circle of 2R around coordinates G71.

Referring to the example provided by FIG. 5, mobile
device 72, which 1s not GPS enabled, performs scan 82 in
which 1t detects BSSIDs of wireless access points 92 and 94.
While the actual location of mobile device 72 1s shown 1n
FIG. §, the system 2 determines its location to be within circle
120, based only upon the first two lines of data as recorded at
times 11 and T2. Circle 120 has a diameter of 2R, and 1s
centered at the coordinates G71.

Looking at the row of data for time T3 1n TABLE 1, a
mobile device, which 1s not GPS enabled, then performs scan
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83, 1n which it detects BSSIDs 94, 95, 96 and 97. The scan
data 1s added to the database. As there 1s no direct GPS data,
the locating system 2 searches prior rows 1n the database to
see whether any of the BSSIDs 94, 95, 96 and 97 are related
to GPS data. As 1t happens 1n this case, BSSID 94 1s included
in scan 82, which 1n turn is related by BSSID 92 to GPS
coordinates G71 1n scan 81 1n the first row. The location of
mobile device 1s therefore determined by looking 1t up as
(71, and, since it 1s related to G71 indirectly, by two steps, the
location may be specified as being within a circle of 4R
around coordinates G71. Referring to FIG. 5, mobile device
73, which 1s not GPS enabled, performs scan 83 1n which 1t
detects BSSIDs of wireless access points 94, 95, 96 and 97.
While the actual location of mobile device 73 1s shown 1n
FIG. 5, the system 2 determines its location to be within circle
122, based only upon the first three lines of data as recorded
at times 11, T2 and T3. Circle 122 has a diameter of 4R, and
1s centered at the coordinates G71.

Looking at the row of data for time T4 1n TABLE 1, a
mobile device, which 1s not GPS enabled, then performs scan
84, 1n which 1t detects BSSIDs 93, 97 and 98. The scan data 1s
added to the database. As there 1s no direct GPS data, the
locating system 2 searches prior rows in the database to see
whether any of the BSSIDs 93, 97, and 98 are related to GPS
data. As 1t happens in this case, there are two links to prior
GPS data. BSSID 97 1s included in prior scan 83, which
includes BSSID 94, which 1in turn 1s included 1n scan 82,
which 1n its turn 1s related by BSSID 92 to GPS coordinates
G71 1n scan 81 1n the first row. I this were the only link to
GPS data, by three steps, the location would be specified as
being within a circle of 6R around coordinates G71. However,
scan 84 at T4 1s related by BSSID 93 to scan 81 at T1. Since
this 1s a single step to the same GPS data G71, it 1s more
precise, and the location of the mobile device can be deter-
mined using the single step to be 1 a circle of radius 2R
centered at G71. Referring to FI1G. 5, mobile device 74, which
1s not GPS enabled, performs scan 84 in which it detects
BSSIDs of wireless access points 93, 97, and 98. While the
actual location of mobile device 74 1s shown 1n FIG. 5, the
system 2 determines its location to be within circle 120, based
on one or more scans up to and including the time of scan 84.
Circle 120 has a diameter of 2R, and 1s centered at the coor-
dinates G71.

Looking at the row of data for time TS m TABLE 1, a
mobile device, which 1s GPS enabled, then performs scan 85,
in which it detects BSSIDs 96 and 99. The scan data 1s added
to the database. As there 1s direct GPS data G735, the locating
system 2 adds it to the database and uses 1t directly as the
location of the mobile device. The BSSIDs 96 and 99 are also
added to the row 1n the database, linking them to coordinates
G75. FIG. 5 shows mobile device 75, which 1s GPS enabled,
and 1ts scan 85 of BSSIDs 96 and 99.

Looking at the row of data for time 16 1n TABLE 1, a
mobile device, which 1s not GPS enabled, then performs scan
86, 1n which 1t detects BSSIDs 94, 95, 96 and 97. Note that
these BSSIDs were previously scanned 1n scan 83 at time T3.
However, since more related information has been added to
the database since 13, the location determination 1s now more
precise. The data for scan 86 1s added to the database. As there
1s no direct GPS data, the locating system 2 searches prior
rows 1n the database to see whether any of the BSSIDs 94, 95,
96 and 97 are related to GPS data. As 1t happens 1n this case,
there are at least two paths linking to GPS data. Firstly,
BSSID 96 1s included 1n prior scan 85, which corresponds to
GPS coordinates G75. The location of mobile device 1s there-
tore related by one step to GPS data and 1s determined to lie
within a circle 124 (FIG. 5) of radius 2R around coordinates
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G75. Secondly, BSSID 97 1s included 1n prior scan 84, which
in turn 1s related by BSSID 93 to GPS coordinates G71 1n scan
81. The location of mobile device 1s therefore related by two
steps to GPS data G71 and 1s determined to lie within a circle
122 ofradius 4R around coordinates G71. A calculation of the
overlap of these two circles 122, 124 leads to a more precise
determination of the location of the mobile device. The other
path would relate the location of the mobile device via scan 83
and scan 82 to coordinates G71 of scan 81, and this being
three steps would be discarded as being redundant to, and of
lower precision of, the two step link to G71. Referring to FIG.
5, mobile device 73, which 1s not GPS enabled, performs scan
86 1n which 1t detects BSSIDs of wireless access points 94,
05, 96 and 97. Note that a different mobile device could have
been used to perform the scan, since mobile device 73 was
used 1n a previous scan at the same location. While the actual
location of mobile device 73 1s shown 1n FIG. §, the system 2
calculates 1ts location to lie within the overlap area 126 of
circle 122 and circle 124, based on one or more scans up to
and including scan 86.

As can be seen from the preceding example, the determi-
nation of location becomes more precise as more data 1s
added to the database.

Looking at the row of data for time T7 in TABLE 1, a
mobile device, which 1s not GPS enabled, then performs scan
87, 1n which it detects BSSIDs 101, 102 and 103. The scan
data 1s added to the database. As there 1s no direct GPS data,
nor indirect GPS data related to any of the BSSIDs 1n the scan,
the locating system 2 does not determine a location for the
mobile device. The scan, however, 1s recorded, as 1t may later
be useful for linking following scans to GPS data. FIG. 5
shows mobile device 77, which 1s not GPS enabled, and 1ts
scan 87 of BSSIDs 100, 101 and 102.

Looking at the row of data for time T8 1n TABLE 1, a
mobile device, which 1s GPS enabled, then performs scan 88,
in which 1t detects BSSID 101. The scan data 1s added to the
database. As there 1s direct GPS data G78, the locating system
2 adds 1t to the database and uses 1t directly as the location of
the mobile device. The BSSID 101 1s also added to the row in
the database, linking 1t to coordinates G78. FIG. 5 shows
mobile device 78, which 1s GPS enabled, and 1ts scan 88 of
BSSID 101.

Looking at the row of data for time T9 in TABLE 1, a
mobile device, which 1s GPS enabled, then performs scan 89,
in which 1t detects BSSIDs 91, 92 and 102. The scan data 1s
added to the database. As there 1s direct GPS data G79, the
locating system 2 adds 1t to the database and uses 1t directly as
the location of the mobile device. The BSSIDs 91,92 and 102
are also added to the row in the database, linking them to
coordinates G79. FIG. 5 shows mobile device 79, which 1s
GPS enabled, and 1ts scan 89 of BSSIDs 91, 92 and 102.

Looking at the row of data for time T10 in TABLE 1, a
mobile device, which 1s not GPS enabled, then performs scan
90, 1n which 1t detects BSSIDs 91, 100 and 102. The scan data
1s added to the database. As there 1s no direct GPS data, the
locating system 2 searches prior rows 1n the database to see
whether any of the BSSIDs 91, 100, and 102 are related to
GPS data. BSSIDs 91 and 102 are included in prior scan 89,
which 1n turn 1s related dlrectly to GPS coordinates G79.
BSSID 91 1s also included 1n prior scan 81, which 1n turn 1s
related directly to GPS coordinates G71. BSSID 100 1s
included in prior scan 87, which in turn is related by BSSID
101 to scan 88, with GPS coordinates G78. The location of the
mobile device performing scan 90 therefore lies within the
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which location cannot be determined at time T7, can be used
for determining location at later times. FIG. 5 shows mobile
device 80, which 1s not GPS enabled, and its scan 90 of
BSSIDs 91, 101 and 102.

FIG. 6 15 a flowchart of a process a mobile device performs
during determination of its location. This process may be
embodied 1n program code stored on and executed by the
mobile device, and/or may be implemented 1n application-
specific circuitry of the mobile device. Before the process
starts, the device recerves a request to start a scan. The request
may be imitiated by an application on the device, by a user of
the device, by a server 40 or by another remote computer. An
application within the device may request the device’s loca-
tion, for example, but there are other reasons why a scan may
be requested, such as for the building of a database of scans.
The device 1n step 172 performs a scan to determine the
BSSIDs of Wi-F1access points that are in range of the device.
Depending on the type and number of BSSIDs detected, some
may be rejected by the device 1 step 174. For example, all
BSSIDs of other mobile devices are rejected and BSSIDs of
peer-to-peer devices are rejected. If there 1s a large number of
BSSIDs remaining, the device may reject all but the strongest
ten, for example, or some other number that 1s deemed to be
appropriate. Provided that a suificient, usually small, number
of BSSIDs have been detected, there 1s not much further gain
in accuracy if further BSSIDs are used, but there 1s a signifi-
cant slow down 1n processing time for determinming the loca-
tion of the device. The device detects whether 1t 15 GPS
enabled or not 1n step 178, and 11 1t 1s, 1n step 180 1t gets the
current GPS coordinates of the device. Step 180 1s skipped 1f
the device 1s not GPS enabled, or 11 the device 1s enabled but
cannot retrieve 1ts GPS coordinates within a reasonable time.
In step 182, the device sends the data to the server 40, either
immediately, periodically, from time to time, whenever a
connection 1s next available, or when a certain number of
scans have been performed. The data includes the filtered
scan results and, i1f obtained, the GPS coordinates. The data
stored at the server 40.

If, for example, the scan was performed as a result of a
request for the location of the device, and there 1s no GPS
capability on the device, then the data sent 1n step 182 may be
analyzed at the server 40 to determine a location for the
device, to which would then be sent the determined location
from the server. In another example, where the server 40 1s
configured to track the device, the determined location would
not necessarily be sent back to the device.

Note that some of the steps 1n FIG. 6 may be performed 1n
a different order 1n different embodiments. Some steps may
be omitted depending on the embodiment.

FIG. 7 1s a flowchart of a process the server 40 performs
when determining the location of amobile device. (The server
40 may be composed of multiple distinct physical computers
or computing devices that communicate via a network, or
may be implemented as a single physical computer/machine.)
In step 200 the server 40 receives a scan of location data,
which includes one or more BSSIDs and optionally GPS
coordinates. In step 202, the server adds the location data to
the database. The server determines 1n step 204 whether the
location data includes GPS data. If GPS data 1s included, the
process uses the GPS data in step 206 and then ends 1n step
218. If the GPS data 1s not included, the server searches for
previously detected scans that have related GPS coordinates
in step 208. If in step 210 the server does not find data related
to GPS coordinates, the process may optionally send an error
report to the device 1n step 220, before ending, 1n step 218. If,
however, the server finds GPS coordinates that are related to
the scan, then the related GPS coordinates are used in step




US 8,929,916 B2

9

212. The server may perform calculations on the identified
GPS data to calculate a location, 1t may log the location 1n a
tracking database, and 1t may send, 1n step 216, the calculated
or otherwise determined location back to the mobile device
that sent the scan to the server, before ending 1n step 218.
FIG. 8 1s a tlowchart of a process performed by the server

40 when searching for GPS data that 1s related to a scan. After
receiving a scan ol BSSIDs 1n step 230 and adding 1t to the
database, the server, 1n step 232, sets a variable N=1 to rep-
resent the number of steps relating the set of BSSIDs just
received to a previously detected line already stored in the
database. The server then selects one of the detected BSSIDs
from the scan in step 234. The server then looks for and
selects 236 a preceding line in the database corresponding to
an earlier scan which included the selected BSSID. Such a
preceding line would be related to the currently scanned line
by one step.

If, 1n step 238, the preceding line imncludes GPS coordi-
nates, then the GPS coordinates are provided 1n step 240 to a
function that uses the GPS coordinates for calculating a loca-
tion. In a simple case, the function may simply use the first set
of GPS coordinates 1t receives. In more complex cases, the
function may wait until more sets of GPS coordinates have
been provided in order to calculate a weighted or average
location. The GPS data stored in the database may include
corresponding signal strengths detected, which can be used
tor weighting calculations. If more set of GPS coordinates are
desired, then the process continues to step 242.

If, 1n step 238, there are no GPS coordinates associated
with the previously detected line, then the process moves to
step 242.

In step 242, the server determines whether there are any
more preceding lines to be searched. If so, the process loops
back to step 236 to select another preceding line having the
selected BSSID. I1, in step 242, there are no more preceding
lines, then the process determines 1n step 244 whether there
are more BSSIDs detected 1n the scan. I1 so, the process loops
back to step 234, where another BSSID 1s selected from the
scan. If there are no more BSSIDs 1n the scan and none have
corresponding GPS coordinates in a preceding row, this
means that there are no one-step relations between the scan
and previously stored GPS coordinates.

The server then looks for two-step relations. This may
occur even 1f one-step relationships have been found. In step
246, the server increments the value of N by one. This step
may be repeated more than once, and 1t may be desirable to
limit the maximum value of N, since the accuracy of a GPS fix
that 1s related to a current scan decreases as the number of
steps 1n the relation increases. I, in step 248, the maximum
value of N 1s reached, the process ends, in step 2350. If the
maximum value of N has not been reached, the process
reverts back to step 234, in which one of the scanned BSSIDs
1s selected. In the following step 236, the server selects a
previously detected line from the database which 1s related to
the scanned line by two steps. By this 1t 1s meant that an
intervening line includes a first BSSID 1n common with the
scanned line and a second BSSID 1n common with the previ-
ously detected line, without the scanned line and previously
detected lines having any BSSIDs 1n common.

The next time round, when N=3, the previously detected
line will be related to the currently scanned line by 3 steps. In
this case, there will be two 1ntervening lines. The first inter-
vening line will have one BSSID 1n common with the scanned
line and a second BSSID 1n common with the other interven-
ing line. The other intervening line will also have a BSSID 1n
common with the previously detected line.
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The process continues, and may be stopped at any point
depending on how 1t 1s configured. As before, steps 1n the
flowchart may be performed 1n a different order to that 1llus-
trated, or they may be combined where shown separately.

Referring to FIG. 9, a flowchart 1s shown for maintaining
the database to an eflicient size. This process may be imple-
mented by the server 40 via execution of program code. It 1s
important for the efficiency of operation of the database,
although not necessarily critical, to delete old or redundant
data, or to limit the amount of data for any one BSSID. One
way ol doing this 1s to regularly examine the database for
opportunities to delete data. This may be done, for example,
upon the receipt by the database of each new scan. In step 300,
the server receives a new scan and enters it 1n the database.
From this scan, one of the detected BSSIDs 1s selected, 1n step
302. The server determines, 1n step 304, whether the selected
BSSID occurs more than a set maximum number of times 1n
the database. If so, there 1s an opportunity to remove old data.
I the selected BSSID does not occur more than the set maxi-
mum number of times, then if there 1s another BSSID 1n the
scan, 1n step 306, the process reverts to step 302, 1n which
another BSSID from the scan 1s selected.

In step 308, starting from the oldest line first, an older line
that also contains the selected BSSID 1s selected. While the
older line 1s redundant with respect to the selected BSSID, 1t
may not be redundant with the other BSSIDs it may contain.
If, i step 310, all the BSSIDs in the older line have greater
than the maximum set number of occurrences throughout the
database, then the older line 1s redundant, and 1s deleted 1n
step 314. After this, or 1f the older line 1s not redundant, the
process moves to step 312, where the server determines
whether there 1s another older line having the selected
BSSID. If there 1s another older line, the older line 1s selected
in step 308, and the process 1s repeated for 1t. If, 1n step 312,
there are no more older lines having the selected BSSID, the
process moves to step 306, where it 1s determined whether
there are any more BSSIDs 1n the scan that have not been
analyzed. If not, the process ends at step 316. If there is
another BSSID, then the process reverts back to step 302,
where another BSSID from the scan 1s selected.

The application that runs on the device may be supported
by an agent. An agent, as used herein, 1s a software, hardware
or firmware agent that 1s 1deally persistent and stealthy, and
that resides 1n the mobile device. The agent provides servic-
ing functions which require communication with a remote
server. The agent 1s tamper resistant and can preferably be
enabled for supporting and/or providing various services such
as data delete, firewall protection, data encryption, location
tracking, message notification, soitware deployment and
updates. An illustrative embodiment of an agent 1s found in
the commercially available product Computrace Agent™
The technology underlying the Computrace Agent™ has
been disclosed and patented 1n the U.S. and other countries,
which patents have been commonly assigned to Absolute
Software Corporation. See, for example, U.S. Pat. Nos.
5,715,174, 35,764,892; 5,802,280; 6,244,758; 6,269,392;
6,300,863 6,507,914; 7,818,803; 7,945,709 and related for-
eign patents. Details of the persistent function of an agent are
disclosed 1 U.S. Patent Application Publication No.
US2005/0216757 and U.S. Pat. No. 8,418,226. The technical
disclosures of these documents are fully incorporated by ret-
erence. It 1s feasible to use an equivalent agent to the Com-
putrace Agent™, or less preferably an alternative agent with
less tunctionality could be used. For the purposes of the
present disclosure, the minimum functional attribute of the
agent would be to facilitate communications between the
clectronic device and a monitoring center or other remote
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computer or server. Communications may be initiated by the
agent, by the monitoring center, or by both.

The detailed descriptions within are presented largely in
terms ol methods or processes, symbolic representations of
operations, functionalities and features of the invention.
These method descriptions and representations are the means
used by those skilled 1n the art to most effectively convey the
substance of their work to others skilled 1n the art. A software
implemented method or process 1s here, and generally, con-
ceived to be a self-consistent sequence of steps leading to a
desired result. These steps mvolve physical manipulations of
physical quantities. Often, but not necessarily, these quanti-
ties take the form of electrical or magnetic signals capable of
being stored, transierred, combined, compared, and other-
wise manipulated. It will be further appreciated that the line
between hardware, soitware and firmware 1s not always
sharp, it being understood by those skilled in the art that
soltware implemented processes may be embodied 1n hard-
ware, firmware, or software, 1n the form of coded instructions
such as 1n microcode and/or 1n stored programming instruc-
tions. In general, unless otherwise indicated, singular ele-
ments may be 1n the plural and vice versa with no loss of
generality. The use of the masculine can refer to masculine,
feminine or both. Drawings are not to scale.

All of the methods and processes described above may be
embodied 1n, and tully automated via, software code modules
executed by one or more computing devices. The code mod-
ules may be stored 1n any type(s) of computer-readable media
or other computer storage system or device (e.g., hard disk
drives, solid state memories, etc.) The methods may alterna-
tively be embodied partly or wholly 1n specialized computer
hardware, such as ASIC or FPGA circuitry. The results of the
disclosed methods and tasks may be persistently stored by
transforming physical storage devices, such as solid state
memory chips and/or magnetic disks, imnto a different state.

The present description 1s of the best presently contem-
plated mode of carrying out the subject matter disclosed and
claimed herein. The description 1s made for the purpose of
illustrating the general principles of the subject matter and not
be taken 1n a limiting sense; the subject matter can find utility
in a variety of implementations without departing from the
scope of the disclosure made, as will be apparent to those of
skill 1n the art from an understanding of the principles that
underlie the subject matter.

The mvention claimed 1s:

1. A method of estimating locations of mobile devices,
comprising;

receiving scan results of a first scan performed by a first

mobile device, said scan results including Global Posi-
tioning System (GPS) coordinates of the first mobile
device and including a first set of one or more access
point 1dentifiers, each access point identifier corre-
sponding to a respective access point located in the first
scan;

receiving scan results of a second scan performed by a

second mobile device, said scan results of the second
scan excluding coordinates of the second mobile device
and 1ncluding a second set of one or more access point
identifiers, each of which corresponds to a respective
access point located 1n the second scan;

detecting that the scan results of the first and second scans

overlap by at least one access point;

estimating a location of the second mobile device to be

within a first distance of the GPS coordinates:
receiving scan results of a third scan performed by a third

mobile device, said scan results of the third scan exclud-

ing coordinates of the third mobile device and including
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a third set of one or more access point identifiers, each of
which corresponds to a respective access point located in
the third scan;

detecting that the scan results of the second and third scans

overlap by at least one access point;

detecting that the scan results of the first and third scans do

not overlap; and

estimating a location of the third mobile device to be within

a second distance of the GPS coordinates, the second
distance being larger than the first distance;

said method performed programmatically by a computing

system.

2. The method of claim 1, wherein estimating the location
ol the second mobile device comprises determining a bound-
ary ol a zone in which the second mobile device 1s estimated
to be located.

3. The method of claim 2, wherein the boundary 1s deter-
mined at least partly using trilateration.

4. The method of claim 1, wherein the second distance 1s
double the first distance.

5. The method of claim 1, further comprising sending the
estimated location of the second device to the second device.

6. The method of claim 1, further comprising sending the
estimated location of the third device to the third device.

7. The method of claim 1, further comprising;

using the estimated location of the third device with

another estimated location of the third device to calcu-
late a weighted or average location; and

sending an indication of the weighted or average location

to the third device.

8. The method according to claim 1, wherein the first,
second or third set of access point 1identifiers includes 1denti-
fiers for less than all access points 1n the first, second or third
scan respectively.

9. The method of claim 8, wherein the included 1dentifiers
are for access points with strongest signal strengths.

10. The method of claim 8, wherein the first, second and
third sets of access point i1dentifiers exclude identifiers of
mobile devices and peer-to-peer devices.

11. The method of claim 1, further comprising storing the
scan results of the first, second and third scans 1n a database.

12. The method of claim 11, further comprising storing
timestamps with the scan results.

13. The method of claim 11, wherein the database stores
multiple first, second and third scan results from multiple
first, second and third mobile devices, and the method further
COmprises:

determining that all access point identifiers 1n scan results

of a given scan are each present 1n the database more
than a set maximum number of times; and

deleting from the database the scan results of the given

scan.

14. Non-transitory computer storage that stores executable
program instructions that direct a computing system to per-
form a process that comprises:

recerving scan results of a first scan performed by a first

mobile device, said scan results including Global Posi-
tioning System (GPS) coordinates of the first mobile
device and including a first set of one or more access
point 1dentifiers, each access point identifier corre-
sponding to a respective access point located in the first
scan;

receving scan results of a second scan performed by a

second mobile device, said scan results of the second
scan excluding coordinates of the second mobile device
and including a second set of one or more access point
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identifiers, each of which corresponds to a respective
access point located 1n the second scan;

detecting that the scan results of the first and second scans
overlap by at least one access point;

estimating a location of the second mobile device to be
within a first distance of the GPS coordinates:

receiving scan results of a third scan performed by a third
mobile device, said scan results of the third scan exclud-
ing coordinates of the third mobile device and including

_ . : 10
a third set of one or more access point identifiers, each of

which corresponds to a respective access point located in
the third scan;

detecting that the scan results of the second and third scans
overlap by at least one access point;

detecting that the scan results of the first and third scans do
not overlap; and

estimating a location of the third mobile device to be within
a second distance of the GPS coordinates, the second

distance being larger than the first distance.

15. The non-transitory computer storage of claim 14,
wherein estimating the location of the second mobile device
comprises determining a boundary of an zone 1n which the
second mobile device 1s estimated to be located.
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16. The non-transitory computer storage of claim 15,
wherein the boundary 1s determined at least partly using
trilateration.

17. The non-transitory computer storage of claim 14,
wherein the second distance 1s double the first distance.

18. The non-transitory computer storage of claim 14,
wherein the process further comprises:

sending the estimated location of the second device to the

second device; and

sending the estimated location of the third device to the

third device.

19. The non-transitory computer storage of claim 14,
wherein the process further comprises storing the scan results
of the first, second and third scans 1n a database.

20. The non-transitory computer storage of claim 19,
wherein the database stores multiple first, second and third
scan results from multiple first, second and third mobile
devices, and the process further comprises:

determiming that all access point identifiers 1n scan results

of a given scan are each present 1n the database more
than a set maximum number of times; and

deleting from the database the scan results of the given

scan.
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