US008362901B2
12 United States Patent (10) Patent No.: US 8.362.901 B2
Jung et al. 45) Date of Patent: Jan. 29, 2013
(54) LOCATION DEPENDENT MONITORING FOR ggggég g; iggggg gromer et al. a050r
958, l* arnett ..........coooiiiiiinnn
STOLEN DEVICES 6,973,333 B1* 12/2005 O’Neil ......c......cooonn, 455/569.2

(75) Inventors: Byron Jung, Burnaby (CA); Damien
Loveland, Richmond (CA)

(73) Assignee: Absolute Software Corporation,
Vancouver, British Columbia (CA)

(*) Notice: Subject to any disclaimer, the term of this

patent 1s extended or adjusted under 35
U.S.C. 154(b) by 246 days.

(21)  Appl. No.: 12/698,980

(22) Filed: Feb. 2,2010
(65) Prior Publication Data
US 2010/0194567 Al Aug. 5, 2010

Related U.S. Application Data
(60) Provisional application No. 61/149,189, filed on Feb.

2, 2009.
(51) Int.CL
GO8B 13/14 (2006.01)
(52) US.CL .............. 340/568.1; 340/500; 340/539.13;
340/568.8; 455/404.2; 455/456.1
(58) Field of Classification Search ............... 340/568.1,

340/300, 539.13, 568.8, 572.1; 455/404.2,
455/456.1, 899
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

5,944,790 A 8/1999 Levy

6,052,782 A 4/2000 Fleming, III

0,125,446 A 9/2000 Olarig et al.

6,362,736 B1* 3/2002 Gehlot ............cooooei 340/568.1
0,507,914 Bl 1/2003 Cain et al.

6,654,890 B1  11/2003 Girard

-4,
LI
Foa
1wy
+
++++++++++++
.......

7,382,248 B2* 6/2008 Blacketal. .............. 340/539.13

7,383,052 B2 6/2008 Moton, Jr. et al.

7428411 B2 9/2008 Zellner

7,589,616 B2* 9/2009 Klatsmanyietal. ......... 340/10.1
7,593,712 B2 9/2009 Moton, Jr. et al.

7,636,575 B2 12/2009 Enzmann et al.

7,941,376 B2* 5/2011 Peckover ...........ceevvninnnn, 705/50

2002/0108058 Al 8/2002 Iwamura
2003/0140246 Al 7/2003 Kammer et al.
2003/0172306 Al 9/2003 Cain et al.
2005/0149752 Al 7/2005 Johnson et al.
2006/0099966 Al 5/2006 Moton, Jr. et al.
2006/0114110 Al 6/2006 Girshovich et al.
2006/0145839 Al 7/2006 Sandage

(Continued)

FOREIGN PATENT DOCUMENTS
WO 00/22495 A2 4/2000

Primary Examiner — Eric M Blount

(74) Attorney, Agent, or Firm — Knobbe, Martens, Olson &
Bear LLP

(57) ABSTRACT

A system and method for controlling the surveillance con-
ducted by lost or stolen electronic devices dependent upon the
location of such electronic devices 1s provided. A data reposi-
tory contains data that specifies, for each of a plurality of
geographic regions (e.g. legal jurisdictions), a set of surveil-
lance methods that are permissible in the respective region. At
least some of the geographic regions have different respective
sets of permissible surveillance methods than others. A com-
puter system 1s operable to communicate with the devices
over a computer network, and programmed to use recerved
information regarding a location of a potentially lost or stolen
device, in combination with the data in the computer data
repository, to cause the potentially lost or stolen device to
initiate surveillance according to the set of permissible sur-
veillance methods (and/or other actions) corresponding to the
location.

10 Claims, 2 Drawing Sheets

+ B ®C
N
----------------

L~ 6B

L~ 81
- B4

------ POLICE B




US 8,362,901 B2
Page 2

U.S. PATENT DOCUMENTS

2008/0072284 Al
2009/0009283 Al

2009/0023434 Al

3
%

3/2008 Horvitzetal., ..................

1/2000 ATES covirieieieieiieeeeinnn,
1/2009 Trainor et al.

. 726/2

340/5.2

2009/0323972 Al* 12/2009 Kohno et al.
2010/0062788 Al* 3/2010 Nagorniak
2010/0269674 Al* 10/2010 Brown et al.

* cited by examiner

................. 380/284
***************** 455/456.1
.................. 89/1.11



U.S. Patent Jan. 29, 2013 Sheet 1 of 2 US 8,362,901 B2

- 70

POLICE B

A \

AN

i
COORDINATOR

Fig. 1

\\ i E
\“ %
%
\ et
1.1 ~ E{D
] ~ 7 AN
// // ' S &3
: >
1 P~ <
- Y |
_j = e I ; \
-:::_‘ o0
S, e 2 < .
- N O
CEE—— f —I
O
/ o
S <



U.S. Patent

Owner

Jan. 29, 2013 Sheet 2 of 2
41 51 70
Device Coordinator | Monitoring Centre
72
E.‘t Stolen Flaj
45

46\

US 8,362,901 B2

71

Investigator

74
>Getermme muntr}

73
elermlne time
Etermlna rué

Sat rule

9 \(
End call
[4
Euwea!lanca

- X
-

/ Detarmlne
authorization level
% i

[Not fuily authorized]

thain authorizatioD{

\Emau cuurdlnatn§

54

TS

Set authnnzatnD

48

W

Subsequent naﬂ/

L 99

><Stn re data

/82

1

><investigate

83

<Remvared

Reseat

Fig. 2

tulen flag

>




US 8,362,901 B2

1

LOCATION DEPENDENT MONITORING FOR
STOLEN DEVICES

CROSS-REFERENCE TO RELAT
APPLICATIONS

T
»

This application claims the benefit of U.S. provisional
patent application No. 61/149,189, filed Feb. 2, 2009, the
disclosure of which 1s hereby fully incorporated by reference.

BACKGROUND

1. Technical Field

The present disclosure relates to controlling the behavior
of stolen electronic devices according to the location 1n which
they are located.

2. Description of the Related Art

The thett of electronic devices such as personal computers,
laptop computers, personal digital assistants, mobile phones
and personal entertainment devices 1s prevalent and there 1s
an ongoing need to recover such property. Further, propri-
ctary or sensitive data 1s often stored in such devices, so the
need to recover such devices as rapidly as possible 1s seli-
evident. Existing tracking methods include monitoring the 1P
address o a computer that 1s connected to the internet, moni-
toring a GPS location of a computer or tracking device, key-
stroke logging and monitoring 1images captured from a com-
puter’s camera. It 1s important that the techniques used are
within the law and minimize the risk of legal actions taken
against an ivestigator.

Often, an 1tem stolen 1n one country 1s taken to another
country 1n order to reduce the likelithood of it being retrieved,
and possibly so that 1t can be sold more easily. There are
significant differences between civil law countries and com-
mon law countries regarding the sale of stolen property. In
common law countries, the original owner tends to be favored
because the thief cannot pass on good title to anyone. In c1vil
law countries, a bona fide purchaser (1.e. a buyer who believes
that the seller and goods are legitimate) tends to be favored,
particularly following a period of limitations during which an
original owner can make a claim. A problem can occur if an
automatic surveillance device 1s unaware of 1ts location and
inadvertently starts monitoring and/or recording private
information of someone who 1s considered a bona fide pur-
chaser. This problem may arise if, for example, a stolen 1tem
with a tracking or monitoring device 1s taken across a border
from a common law country to a civil law country, or if a
statutory period of limitations expires within a civil law coun-
try. Laws may also vary between states or different regions of
the same country.

There are, of course, exceptions to the general rules relat-
ing to the sale of stolen property 1n both common law and civil
law countries, and there can be complicated qualifications to
the rules. For example, the period of limitations for claiming,
back stolen goods may start running from the moment of the
theit 1n one country, from the moment the owner became
aware of the theft 1n another country, or from the moment the
location of the goods becomes known. Moving the goods
from one country to another to clear the title, and then back to
the original country may cause further complications.

Another example that complicates the 1ssue of using sur-
veillance to help recover stolen goods 1s the extent to which an
invasion of privacy can be justified by a competing interest.
Different countries can have different standards as to what 1s
considered a competing interest, and how far privacy can be
compromised in the retrieval of stolen goods.
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By way of example of background art, U.S. Pat. No. 5,944,
790 discloses a system and method for displaying a webpage
which 1s dependent on the location of the requesting com-

puter.

PCT Application WO 00/022495 describes a method and
apparatus in which a download of a digital product1s supplied
according to the territory of the request.

U.S. Pat. No. 6,125,446 describes a method for a computer
such that 1ts operation depends on 1ts location as determined
by a worldwide positioning system.

U.S. Pat. No. 6,954,147 describes a laptop that requires a
password to operate 1t if 1t 1s taken outside a predetermined
boundary.

SUMMARY

Since different countries have different laws, the surveil-
lance and recovery techniques taken often need to be adapted
to each legal jurisdiction. Accordingly, various jurisdiction-
sensitive systems and methods addressing the need to track
stolen electronic devices and monitor their usage are pro-
vided.

This summary 1s not an extensive overview intended to
delineate the scope of the subject matter that 1s described and
claimed herein. The summary presents aspects of the subject
matter 1n a simplified form to provide a basic understanding
thereol, as a prelude to the detailed description that 1s pre-
sented below. Neither this summary nor the following
detailed description purports to define or limit the invention;
the invention 1s defined only by the claims.

A system and method for controlling the surveillance con-
ducted by lost or stolen electronic devices dependent upon the
location of such electronic devices 1s provided. A data reposi-
tory contains data that specifies, for each of a plurality of
geographic regions (e.g. legal jurisdictions), a set of surveil-
lance methods that are permissible in the respective region. At
least some of the geographic regions have different respective
sets of permissible surveillance methods than others. A com-
puter system 1s operable to communicate with the devices
over a computer network, and programmed to use the
received mformation regarding a location of a potentially lost
or stolen device, in combination with the data in the computer
datarepository, to cause the potentially lost or stolen device to
initiate surveillance according to the set of permissible sur-
veillance methods (and/or other actions) corresponding to
said location. The device may also be configured to change
the surveillance methodology based on the passage of a cer-
tain amount of time, and overt actions may optionally also be
taken when the device crosses or approaches a border, with
the aim of influencing someone in unauthorized possession of
the device to return it to or keep it 1 a jurisdiction more
tavorable for 1ts retrieval. The surveillance rule may be stored
in the device or it may be retrievable from a remote server via,
for example, the internet.

BRIEF DESCRIPTION OF THE DRAWINGS

For a fuller understanding of the nature and advantages of
the disclosed subject matter, as well as the preferred mode of
use thereol, reference should be made to the following
detailed description, read 1n conjunction with the accompa-
nying drawings. In the following drawings, like reference
numerals designate like or similar parts or steps.

FIG. 1 1s a schematic functional block diagram of a system
in accordance with an embodiment of the disclosed subject
matter, showing the main components of the system and the
people who interact with 1t; and,
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FIG. 2 1s a functional flow diagram schematically repre-
senting the flow process of a system 1n accordance with an
embodiment of the disclosed subject matter, showing the
interactions of a stolen device, the coordinator, an investiga-
tor and an owner with the system.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Terminology

Device—The term “device” refers herein to an electronic
device that may be stolen. The device may be any electronic
device such as a laptop computer, a personal computer, a

cellphone, a Blackberry®, an 1Phone®, an 1iPod®, an 1Pad™,
an electronic book, a personal gaming device or a memory
module. The device can also be referred to as a “client”, and
more specifically as a client of a monitoring center. The
device typically has a name, an ID, or electronic serial num-

ber (“ESN”’) with which 1t can be identified. The devicecanbe

a tracking apparatus that is attached to an item that does not
have the electronic capabilities to perform the disclosed func-
tions itsell. The device could be an apparatus that 1s embed-
ded 1n or around an object to be protected—such as the frame
of a valuable painting.

Agent—asused herein, 1s a software, hardware or firmware
agent that 1s persistent and stealthy, and that resides 1n a
computer or other electronic device. The agent provides ser-
vicing functions which require communication with a remote
server. The agent 1s ideally tamper resistant and 1s enabled for
supporting and/or providing one or more services such as data
delete, firewall protection, data encryption, location tracking,
message notification, surveillance and software deployment
and updates. An 1llustrative embodiment of an agent 1s found
in the commercially available product Computrace Agent™.
The technology underlying the Computrace Agent™ has
been disclosed and patented 1n the U.S. and other countries,
which patents have been commonly assigned to Absolute
Software Corporation. See, for example, U.S. Pat. Nos.
5,715,174, 5,764,892; 5,802,280; 6,244,758; 6,269,392;
6,300,863; and 6,507,914; and related foreign patents.
Details of the persistent function of the agent are disclosed 1n
U.S. Patent Application Publication Nos. US2005/0216757
and US2006/0272020. All of these documents are fully incor-
porated by reference as 11 fully set forth herein. It 1s feasible to
use an equivalent agent to the Computrace Agent™, or less
preferably an alternative agent with less functionality. The
mimmal functional attributes of the agent are: (1) to commu-
nicate stealthily with a monitoring center; (2) to seli-repair;
and (3) to provide location specific information to the remote
server. Communications may be mnitiated by the agent, by the
monitoring center or by both.

Monitoring Center—This 1s a remote server, guardian
server or other computer or server that the agent communi-
cates with or sends a message to. For example, provided an
interne connection 1s available to the device, an agent may
call the monitoring center once a day (or at some other
selected suitable interval) to report the location of the device.
Communications may also be via, for example, a telephone
network such as a cellular or satellite network, and they may
use SMS services. In one embodiment, the monitoring may
be an email server that recerves messages from a remote
device, and/or 1t may be considered as the computer or other
equipment used to retrieve email messages from an email
server. The monitoring centre may be distributed in more than
one location.
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Owner— This term 1s generally used to refer to the person
who legitimately operates the device. The term may also be
used for someone who 1s authorized by the owner, which
could be an employee or a person to whom a device 1s rented
or loaned.

The detailed descriptions within are presented largely 1n
terms ol methods or processes, symbolic representations of
operations, functionalities and features of the subject matter
disclosed. These method descriptions and representations are
the means used by those skilled 1n the art to most effectively
convey the substance of their work to others skilled 1n the art.
A software implemented method or process 1s here, and gen-
erally, concerved to be a self-consistent sequence of steps
leading to a desired result. These steps require physical
mampulations of physical quantities. Often, but not necessar-
ily, these quantities take the form of electrical or magnetic
signals capable of being stored, transtferred, combined, com-
pared, and otherwise manipulated. It will be further appreci-
ated that the line between hardware, software and firmware 1s
not always sharp, i1t being understood by those skilled in the
art that software implemented processes may be embodied 1n
hardware, firmware, or software, 1n the form of coded 1nstruc-
tions such as 1 microcode and/or 1n stored programming
instructions.

All of the methods and tasks described herein, excluding
those 1dentified as performed by a human, may be performed
and fully automated by a computer system. The computer
system may, 1n some cases, include multiple distinct comput-
ers or computing devices (e.g., physical servers, worksta-
tions, storage arrays, etc.) that communicate and interoperate
over a network to perform the described functions. Each such
computing device typically includes a processor (or multiple
processors) that executes program instructions or modules
stored 1n a memory or other computer-readable storage
medium. Where the system includes multiple computing
devices, these devices may, but need not, be co-located. The
results of the disclosed methods and tasks may be persistently
stored by transtorming physical storage devices, such as solid
state memory chips and/or magnetic disks, mto a different
state.

Exemplary Embodiment

A diagram of a preferred embodiment of the jurisdiction
based stolen device monitoring system 1s shown by way of
example 1n FIG. 1. The system generally comprises a moni-
toring centre 70 connected via data communication link 52
and the internet 50 to one or more remote terminals 5, 6 and
56. Other remote terminals may be connected via data com-
munication links and the internet to the monitoring centre 70.

The monitoring centre comprises a server 67, in turn com-
prising components usually found in a server, such as a pro-
cessor 61 and electronic memory 63, 64, the electronic
memory 63 carrying computer readable mstructions 66 that
can be acted upon by the processor 61 1n order to fulfill
functions of the system, and the electronic memory 64 carry-
ing computer readable data 65 that 1s stored and processed 1n
order for the system to operate as described. Also included 1s
an interface 62 between the server 67 and the internet 50. The
server 67 may, 1n some embodiments, include multiple physi-
cal computers that interact over a network.

Scenario

A typical scenario 1n which the system 1s used can also be
seen 1n FI1G. 1, and 1s described 1n relation to a stolen laptop
41. However, 1t 1s equally valid with a tracking device or an
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clectronic device other than a laptop. An owner 1 becomes
aware that his/her laptop 41 1s missing and informs 3 the
police 4 having authority 1n the same locality as where the
theit occurred. The owner then finds an internet access point
or remote terminal 5 connectable via data communications
link 12, the internet 50 and data communications link 52 to

the system’s server 67. At remote terminal 5, the owner 1
provides information to the server 67 pertaining to the fact
that his laptop 41 has been stolen and provides details of the
police report filed. A tlag 1s set 1n the server 67 to indicate that
the laptop has been stolen. Alternately, the owner 1 may
provide such information to the server 67 at a later time, and
in a different locality. For example, the owner 1 can provide
details of the theft from a remote terminal at work, or he may
provide details via a remote terminal at home.

Meanwhile, the stolen laptop 41 could be anywhere, and
has been depicted 1n this scenario to be 1in the hands of a thief
42 in country 40. The agent 141 1n stolen laptop 41 1s config-
ured to communicate with the server 67 in the monitoring
center 70 via communication link 43, the internet 50 and
communication link 52. The agent 141 1n the laptop 41 may
initiate the communication at a set time or after a set delay, or
it may be configured to accept a communication call from the
server 67 1n the monitoring center 70.

When the laptop 41 communicates with the monitoring
centre 70, the monitoring center 70 determines or 1s notified
(by the laptop 41 or a third party locating system) of the
location and ID of the laptop 41. With this mnformation, the
system checks the status of the stolen flag corresponding to
the ID and in this case determines that a theft has occurred.
The system determines the country in which the laptop 1s
currently located and accesses stored data that includes an
identification of permissible surveillance tools for each coun-
try. For example, the surveillance tools might perform the
tollowing tasks (or a subset thereof), which may be selected
based on the 1dentified location:

IP address logging; GPS location logging; Keystroke log-
ging; Image recording; Video recording; Screen capture;
Message display.

Each surveillance tool or group of surveillance tools may
require a different level of permission to ivoke, so the data-
base includes this information, and 1t also includes informa-
tion as to the authorization level actually obtained. For
example, an owner may give authorization for the IP address
of his computer to be logged, but a warrant may need to be
obtained for camera 1images to be logged.

In an example scenario, the system instructs the agent 141
in the stolen laptop 41 to start (or continue) recording IP
addresses after 1t becomes aware of the theft. The system
determines that keystrokes may be logged, but only with
permission from a higher authority 1n the country 40, and
informs a coordinator 31 via email using link 57. The coor-
dinator 51 then attempts to obtain the necessary authoriza-
tion, either directly, via an investigator 7, or via the police 4 to
whom the theit was reported. It could nvolve obtaining a
court order. It may involve contacting the police 44 1n the
country 40 where the laptop 41 1s located.

The server 67 sends (or 1s configured to provide upon
request) details of the laptop 41°s ID and location, via link 52,
internet 50, and link 13 to remote terminal 6 operated by one
of a team of mvestigators 7 covering theits 1n the locality 1n
which the theft occurred. The vestigator 7 may be physi-
cally located 1n the locality of the thelt or elsewhere, or may
be located 1n the monitoring centre 70, 1n which case links 13,
52 via the iternet 50 would not be needed. The details may
initially be sent to a manager 71 of the team of 1nvestigators
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who distributes the task of investigating to one or more of the
investigators 7 that 1s/are a member of the team.

When enough surveillance information has been collected
and collated, the investigator 7 uses his established working
relationship and/or communication link(s) 8 with the police 4
to transier the information to them. Once all the relevant and
necessary information has been gathered and transterred to
the police 4 having authority in the same locality as where the
thelt occurred (Police Department A), they can transier the
file through official channels 9 to the police 44 (Polic
Department B) operating in the country 40 of the stolen
device 41.

The system therefore results 1n the collection of a legally
appropriate level of information and 1ts efficient transier to
the police 44 1n the country 40 where the laptop 41 1s located,
through the appropriate channels, 1n order to help them
recover the stolen laptop.

Functional Operation

FIG. 2 1s a flow chart showing the interactions of various
people and the stolen device with the system. An owner 1
discovers 23 that his device 41 has been stolen and so pro-
vides 25 details of the theft to the police. Details of the theft
are also reported to the monitoring centre 70 by any suitable
means, such as by phone, fax or via an internet connection. On
receiving the details of the thett, the monitoring centre 70 sets
72 flags for the device 41 that has been reported—stolen these
flags could be a stolen flag, a first call awaited flag and/or a
flag to shorten the calling interval. The date and possibly also
the time of the thelt 1s also recorded by the monitoring centre
70 at this step.

When the stolen device 41 subsequently calls 1n 45 to the
monitoring centre 70, the country in which the device 41 1s
located 1s determined 74 by the monitoring centre 70, either
from the stolen device 41°s IP address (which may be deter-
mined by a traceroute routine or supplied by the device) or
from a physical location (determined, for example, by GPS,
A-GPS, WikF1 hotspot signal strength detection, cell tower
triangulation, etc.). The IP address of the device 41 may be
used to determine the country or jurisdiction in which the
device 41 1s located because certain ranges of IP address are
assigned to certain countries or to certain ISPs that operate 1in
such countries. ISPs dynamically assign IP addresses from
their respective pools to subscribers’ devices.

The time of the call 45 1s compared with the recorded time
of the thett (Irom step 72) 1n order to calculate 73 the period
of time that has passed since the theft. The surveillance rule
for the country in which the device 41 1s located 1s then
retrieved 75 from a database (e.g. item 65 of FIG. 1) in the
monitoring centre 70 or to which the momitoring centre 70 has
access. The rule may be based on the elapsed time since the
thelt. Since laws change from time to time, the database 65 1s
preferably maintained remotely from the device 41, and can
be updated with fresh data by a coordinator 51 or other appro-
priate person as and when laws are amended. Some laws may
be unknown, in which case a default rule can be stored.

The monitoring centre 70, on retrieving 73 the surveillance
rule for the country 1n which the device 41 1s located, also
determines the type of recovery tool(s) that can be mvoked,
depending on the information available for the country (or
other jurisdiction) that the device 41 1s located 1n, and the
level of authorization needed 1n that country. According to the
maximum level of existing authorization 76 then available in
relation to device 41, an instruction 1s sent to the device 41, or
agent 141 1n the device 41, to set 46 the surveillance rule
accordingly. The sending of the instruction (at step 46) may




US 8,362,901 B2

7

result 1n the existing surveillance rule 1n device 41 being
changed or left unaltered. For example, the device 41 by
default may have been providing IP address information, and
there may be no further authorization to utilize other tools, so
the rule 1s left unaltered. Otherwise, the rule may be set to
invoke any or all of the surveillance tools mentioned above
(and possibly others). As well as surveillance tools, other
tools may also be triggered, such as encryption soitware, data
delete software and/or data retrieval software. The call then
ends 49 and the device 41 proceeds to undertake surveillance
4’7 according to the rule that has been set, if any.

I1 77 no authorization or insuificient authorization has been
obtained, or 1t has not been entered 1nto the database 65, then
the system sends 78 an alert to the coordinator 51, which alert
could be an automatically generated email. The coordinator
51 then attempts to obtain the required authorization 53,
either from the owner or administrator of the device 41, or in
cooperation with the investigating police force or forces.
Once authorization has been obtained, the coordinator sets 1t
54 1n the database 65 of the monitoring centre 70 so that on the
nextcall 45 by device 41 the instruction can be given 46 to the
device 41 to invoke a more sophisticated recovery tool. If 77
the required authorization level has already been obtained,
steps 78, 53 and 54 are not needed. Note, however, that these
steps may later be needed 11 the device 1s moved to another
jurisdiction.

During a call 48 subsequent to surveillance, the recorded
data 1s sent in part or in whole to the monitoring centre 70
where 1t 1s stored 79 for later investigation 82 by an investi-
gator 7 or police officer. During the call 48, a check 1s remade
74 on the country (or other jurisdiction) in which the device 1s
located, and any necessary adjustments to the surveillance
rules are made.

If the mvestigation 82 1s successiul and the device 41 1s
recovered 55, the investigator 71 or other appropriate person
can reset 83 the stolen flag in the monitoring centre 70, after
which the process ends 84. The whole process can be repeated
if the device 41 1s stolen again.

Database

Below 1s a simple example of the data that might be stored
in a database for the system to be able to function correctly.
The most basic information 1s the country (or other jurisdic-
tion) and the permitted tool. The authorization level needed
may also be included 1n the basic information. The example
table 1s relevant for laptops and other portable computing,
devices such as cell phones, smart phones, electronic books,
clectronic pads, PDAs and also PC’s, and includes devices
that can accept keystrokes (whether real, virtual or touch-
screen equivalents), display data and/or 1mages, and/or cap-
ture camera 1mages (stills or video).

For example, the table of data shows that 1n country “E” 1t
1s permissible for an owner of a device to authorize 1P address
logging and GPS location, but a court order 1s needed to be
able to monitor keystrokes, screenshots and camera images.
In country “F”” the data shows that no surveillance should be
undertaken following three years after the theft, because after
that time 1t 1s not possible for an original owner to claim stolen
goods from a bona fide purchaser. It 1s assumed that 1n most
cases the thief will have sold the stolen equipment.

It 15 also possible to override the rules if an individual case
warrants 1t. For example, the limitation period may be mea-
sured from different events, and may depend on how events

unfold.
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Limitation
Country  Type period/years Tool Authorization
E Common None IP Address, Owner
GPS
Keystroke, @ Court
Screenshot,
Camera
1mages
F Civil 3 GPS Owner
IP Address
U Common None IP Address, Owner
GPS
Keystroke,  Police
Screenshot
S Civil 5 GPS Owner
J Civil 2 GPS, Owner
IP address
X Crvil Unknown  Display Owner
message

In country “X” the police may not be equipped or may be
unwilling to pursue the thett of stolen laptops, for example
due to being overwhelmed from time to time with more
serious crimes. Such information may be included 1n updates
made to the database by a coordinator or investigator. In these
circumstances, the aim 1s then to encourage the thief to bring
the computer to a jurisdiction where the chances of being
retrieved are considerably higher. In this case, the detection
that a stolen computer 1s 1n such a country can trigger the
lockdown of the computer and the display of a message such
as “Out ofrange. This computer 1s configured to function only
in the U.S.”. Such actions will make the computer next to
worthless unless 1t 1s brought to the U.S., in which case the
lock will automatically be removed, the stolen computer will
function normally and monitoring of a thief or unauthorized
user can continue, with a greater probability of the comput-
er’s retrieval.

Even as a border 1s approached, a warning message may by
displayed on the computer informing the user that 1t 1s con-
figured to work only 1n the U.S., without disrupting the nor-
mal functioning of the computer.

The table can be expanded to accommodate more complex
rules, which may depend on certain events and the times they
occur, which would be mput into the database by an investi-
gator as and when they occurred. Alternately, certain rules
may depend on the countries the device has passed through.

Vanations

To retrieve a device 1n countries where the bona fide pur-
chaser 1s favored, the original owner may have to pay the bona
fide purchaser the amount he paid, which may not be eco-
nomical. In these situations, the stolen device may be pro-
grammed to become mmoperable, and/or to display a screen
message instructing 1ts return, either to the original owner or
another jurisdiction. In these countries, the system may be
programmed to automatically encrypt new files created after
the date of the theft, or following a predetermined time after
the theft—e.g. 45 days. In conjunction with this, a message
can be displayed informing the user that 1t 1s stolen, and that
it should be taken back to the person from whom it was
obtained. There 1s more chance of stolen goods being recov-
erable from a thief than a bona fide purchaser. Alternately, the
message could instruct the user to return the laptop to the
original owner, 1indicate that the refund to which a bona fide
purchaser 1s entitled will be paid, and also 1ndicate that the
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bona fide purchaser may also purchase the decryption key
from the original owner. The amounts may be the same or
different.

The surveillance data may be encrypted by the laptop
betfore sending to the monitoring centre. The encryption key
may be set by a police officer and transmutted to the laptop, so
that only the police officer can have access to the data. The
olficer may enter a password via an internet connection to the
monitoring centre, or it may be via the entry of anumeric code
entered via a telephone.

Instead of storing data at the monitoring centre 1n step 79,
the data may be sent directly to a police officer. Such an
instruction may be given to the laptop during one of 1ts calls
to the monitoring centre.

It may be the case that different owners have purchased or
require different service levels. For example, a premium ser-
vice level may specily immediate investigative action, in
which case the monitoring centre 70 and laptop device 41
should be configured such that the monitoring centre 70 can
initiate calls to the laptop 41, for example by an internet
connection or via a cellular or satellite communications net-
work connection. In one case, the monitoring centre 70 could
send an SMS message to the laptop 41, which then causes the
agent 141 to wake up the laptop 41, if necessary, and start to
record surveillance information. In contrast, a regular service
may require starting investigation only after the stolen device
41 calls 1n, according to the next call time programmed 1nto
the agent.

The specified steps 1n the process can be made 1n a different
order to that shown, and certain steps may be given priority
over other steps. Some of the steps may be omitted and others
may be included which may depend on other parameters not
mentioned herein.

Communications between the monitoring centre and the
stolen devices may be via a telecommunications network,
such as a cellular or satellite telephone network. This may be
as well as, or instead of communicating via the internet. There
may be a dedicated communication link for the agent, which
1s separate from communication link(s) used for the other-
wise normal operation of the device.

The disclosed subject matter has been presented as inter-
acting with investigators who are outside the police, prefer-
ably employees of a security company. However, it can be
envisaged that the ivestigators are police officers. Where
police officers have been described as interacting with the
system, other persons approved by the police or legal authori-
ties may interact instead.

GPS positioning has been used as an example, but other
positioning methods may be used, such as assisted-GPS,
WiF1 signal strength detection, cell tower triangulation, and
other yet to be developed methods.

The database(s) mentioned in this disclosure may be sepa-
rate databases, distributed databases or some may be com-
bined 1n a single database.

Communication links between the various parts of the
system can be different. Some links may be shown as dual
purpose or bidirectional, but 1n practice could be two separate
links.

Devices may be preprogrammed with the tracking rules,
and so would not need to recerve communication from a
monitoring centre. Alternately, devices may be triggered by
receiving an email, page, phone call or SMS message, and
may send their surveillance data to an email address.

The surveillance rules may be configured to change upon
crossing from one region, state or province to another within
the same country.

A device may be battery powered, mains powered or solar
powered.

The present description 1s of the best presently contem-
plated mode of carrying out the subject matter disclosed and
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claimed herein. The description 1s made for the purpose of
illustrating the general principles of the subject matter and not
be taken 1n a limiting sense; the claimed subject matter can
find utility 1n a variety of implementations without departing
from the scope of the invention made, as will be apparent to
those of skill 1n the art from an understanding of the principles
that underlie the invention. The scope of the invention 1s best
determined with reference to the appended claims.

What 1s claimed 1s:

1. A system for facilitating the retrieval of stolen electronic
devices, the system comprising:

a computer data repository containing data that specifies,
for each of a plurality of geographic regions, a set of
survelllance methods that are permissible 1n the respec-
tive region, wherein at least some of the geographic
regions have different respective sets of permissible sur-
velllance methods than others; and

a computer system that 1s operable to communicate with
the devices over a computer network, said computer
system programmed to use received information regard-
ing a device that 1s reported as stolen, including infor-
mation regarding a location of the device, 1n combina-
tion with said data in the computer data repository, to
cause the device to mitiate surveillance according to the
set of permissible surveillance methods corresponding,
to said location, thereby converting the device into a
survelllance device that surveils a potential thief accord-
ing to geographic region dependent surveillance meth-
ods when the potential thief uses the device.

2. The system of claim 1, wherein said geographic regions

correspond to legal jurisdictions.

3. The system of claim 1, wherein the computer system 1s
programmed to:

a. receive, from the device, an indication of an IP address

assigned to the device; and

b. identily, based on the IP address, the geographic region
of the device.

4. The system of claim 1, wherein the computer system 1s
additionally programmed to mitiate a request for authoriza-
tion to use a particular surveillance method on the device.

5. The system of claim 1, in combination with executable
code that runs on the device and directs the device to conduct
survelllance 1n accordance with 1nstructions receirved from
the computer system.

6. The system of claim 1, wherein the computer system 1s
further programmed to cause the device to display or emit a
signal to induce a user of the device to maintain the device 1n
a selected geographic region or to transport the device to a
different geographic region.

7. A method for facilitating the recovery of a stolen elec-
tronic device, the method comprising the steps of:

a. maintaining a computer repository containing data that
specifies, for each of a plurality of geographic regions, a
set of surveillance methods that are permissible 1n the
respective region, wherein at least some of the geo-
graphic regions have different respective sets of permis-
sible surveillance methods than others;

b. communicating with said device over a computer net-
work to obtain location information regarding the geo-
graphic region 1n which said device 1s located;

c. comparing said location information with said data to
determine which set of surveillance methods are permis-
sible 1n the geographic region 1 which said device 1s
located; and

d. 1n response to a reported theft of the device, converting,
the device into a surveillance device that surveils a
potential thief according to geographic region depen-
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dent surveillance methods when the potential thief uses
the device, said converting comprising initiating surveil-
lance according to the set of permissible monitoring
methods corresponding to said geographic region,

wherein steps a, b, ¢ and d are preformed automatically by
one or more computing devices.

8. Non-transitory computer storage which stores program
code that mstructs a computer system to perform a process
that comprises:

maintaining a computer repository containing data that
specifies, for each of a plurality of geographic regions, a
set of surveillance methods that are permissible 1n the
respective region, wherein at least some of the geo-
graphic regions have different respective sets of permis-
sible surveillance methods than others;

communicating with the device over a network to obtain
location information regarding the geographic region 1n
which said device 1s located;

comparing said location mformation with said data to
determine which set of surveillance methods 1s permis-
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sible 1n the geographic region 1n which said device 1s
located; and

at least partly 1n response to a reported theit of the device,

converting the device mnto a surveillance device that
surveils a potential thief according to geographic region
dependent surveillance methods when the potential thief
uses the device, said converting comprising initiating
survelllance according to the set of permissible moni-
toring methods corresponding to said geographic
region.

9. The non-transitory computer storage of claim 8, wherein
the process Turther comprises causing the device to display or
emit a signal to induce the potential thiel of the device to
maintain the device 1n a selected geographic region or to
transport the device to a different geographic region.

10. The method of claim 7, further comprising, via com-
munications with the device, causing the device to display or
emit a signal that induces the potential thief of the device to
maintain the device 1n a selected geographic region or to

transport the device to a different geographic region.
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